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Abstract

Embedding a Radio Frequency Identification (RFID) tag into individual items enables
the unique identification of such items over the wireless medium, without the need for a
line-of-sight path. One of the main challenges for the successful commercialization of the
RFID technology is the efficient, yet private, identification of low-cost tags in the presence
of adversaries attempting to illegally track users via tags in their possession. An RFID
system consists of two functional components, namely, the interactive protocol between
RFID reader-tag pairs and the reader-database information retrieval mechanism. Because
of the large number of tags in a typical RFID system, the private identification of tags can
be a challenging problem. In this paper, we investigate privacy-preserving RFID systems
and classify them based on the computational efficiency of tag identification. We show
the close relation between the degree of privacy achieved by the reader-tag interaction and
the reader-database information retrieval complexity.
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1 Introduction

1.1 RFID systems

Typically, Radio Frequency Identification (RFID) systems are composed of three main com-
ponents: tags, readers, and a database. An RFID tag is a small device that can be attached
to products and allow for unique item identification and product description. RFID tags can
be battery powered (active) or powerless (passive). Passive RFID tags (which are the main
emphasis of this paper) are very cheap devices with limited memory and limited computa-
tional capabilities. An RFID reader, on the other hand, is a computationally powerful device
with ability to interrogate tags and access the database, where information about individual
tags and their corresponding items is stored.

When an RFID tag is within communication range of an RFID reader, the reader inter-
rogates that tag (and powers it if it is passive). Upon interrogation, the tag responds with
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Figure 1: A simple identification protocol for reading the I D of an RFID tag within a com-
munication range of an RFID reader. The RFID reader broadcasts a “Hello” message to
announce. The RFID tag responds to the reader’s request by transmitting its unique ID.
The tag’s unique ID is then used by the reader to lookup the database for information re-
lated to the item carrying the RFID tag.

a quantity that allows legitimate readers to access the database and carry out the identifica-
tion process. If things work as planned, the reader should be able to uniquely identify the
interrogated tag.

The specific details of the identification process can vary dramatically from one protocol
to another, depending on the targeted applications and the security assumptions on the un-
derlying environment. In its simplest form, identification can be as straightforward as sending
unique identifiers in clear text. Figure 1 depicts an instance of a simple identification run. The
RFID reader interrogates the tag by sending a “Hello” message. The tag responds with its
unique identifier in clear text. The reader can then access the database to obtain information
about the tag and the item carrying it.

1.2 The RFID Controversy

Compared to traditional means of identification, RFID tags possess a unique property that is
making the deployment of RFID systems in everyday life a highly controversial issue. RFID
tags respond to readers’ queries via the wireless medium, no line-of-sight is required as in
traditional identification processes (e.g., ID cards or barcodes). Consequently, the identity of
RFID tags, and ultimately their owners, can be revealed to unauthorized parties without the
owners’ approval nor even their awareness.

Privacy activists have been concerned about the invasion of users’ privacy by RFID tags,
calling for the delay or even the abandonment of their deployment (naming RFID tags “the
spy chips” [1]). In some cases, companies have been forced to repudiate their plans for
RFID deployment in response to the threat of being boycotted [27]. Consequently, providing
private identification for RFID systems has been an attractive problem for both academic and
industrial researchers.
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1.3 Private Identification

In addition to the primary objective of RFID systems, identification, there are two secondary
goals that most RFID systems aim to satisfy: privacy and security. The distinction between
the primary and secondary goals could explain the market failure of privacy friendly solutions
for RFID systems.

The simple scheme in Figure 1 is clearly a violation of users’ privacy. A person carrying
an item equipped with an RFID tag, a watch or a jacket for example, can be tracked down by
the tag he/she is carrying. A rogue reader interrogating a tag multiple times, and receiving
the same identifier as in the basic scheme of Figure 1, will be able to correlate the tag’s
responses and ultimately identifying the person carrying the tag, without his/her awareness.
Furthermore, the scheme of Figure 1 is also a security violation. Users listening to the same
radio channel can record the identity of the tag and illegally impersonate that tag later. For
instance, a tag used for access control can be easily cloned, granting access to unauthorized,
possibly malicious, persons. Therefore, in a typical RFID system, tag authentication is also
a basic requirement.

There are two complementing ends in any radio frequency identification system:

1. the interactive protocol between authorized RFID reader-tag pairs,
2. the interaction between RFID readers and the database for data retrieval.

The reader-tag interactive protocol usually involves, in addition to identification, tag authen-
tication or mutual authentication, depending on the specification of the protocol. The data
retrieval mechanism is nontrivial since, to satisfy the privacy requirement, tags’ information
cannot be transmitted in clear text. That is, in one hand, tags’ responses must not reveal pri-
vate information to unauthorized observers and, on the other hand, it must enable authorized
readers to access the database and retrieve tags’ information.

In most papers in the literature of private RFID systems, those two complementing ends
have been treated independently. In fact, the majority of RFID papers study only the interac-
tion between RFID reader-tag pairs, either by proposing new protocols or analyzing existing
ones. This is not surprising because it deals with the most challenging issue in RFID designs.
The fact that RFID tags are, in most applications, low-cost devices with stringent computa-
tional capabilities makes the use of sophisticated cryptographic primitives proven to achieve
private identification and secure authentication impractical. In fact, several attempts have
been made to come up with cryptographic primitives designed specifically for RFID tags (see,
e.g., [10, 23, 25, 28, 68)).

However, the fact that both readers and the database are computationally powerful devices
able to establish secure channels! does not make the reader-database interaction an easy one.
As will be detailed in this work, the computational limitation of RFID tags, in addition to
its direct implications on the reader-tag interaction, will also have a significant impact on the
reader-database information retrieval process.

1Secure channels enable users to communicate confidentially while maintaining message integrity. Interested
readers can find more about establishing secure channels in [8, 41].
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1.4 Why is Private Identification Hard?

Individually, the three objectives of an RFID system, identification, privacy, and security,
can be achieved relatively easily. Reaching all three objectives simultaneously, however, is a
challenging task. For instance, identification, by itself, can be as easy as transmitting tags’
identifiers in clear text, as in the basic scheme of Figure 1. If tags’ privacy is of any importance,
however, transmitting tags’ identifiers in clear text is obviously unacceptable.

If tags are not to be traced by unauthorized observers, their responses must be random-
ized in a way that cannot be correlated to tags by unauthorized users. For computationally
powerful devices, the literature of cryptography is rich with ready-to-implement solutions for
the private identification problem [50, 72]. For instance, a tag can encrypt a randomized
version of its identifier with the reader’s public key, provided the existence of a public key
infrastructure. Only an authorized reader, with knowledge of the private key, can decrypt the
message and extract the tag’s identity. In most practical implementations of RFID systems,
however, passive tags have limited computational power and performing public key operations
is considered beyond their computational capabilities. Consequently, most RFID systems are
restricted to the use of symmetric-key cryptography to provide security and privacy.

Since RFID tags are not tamper-resistant, each tag must be loaded with a unique se-
cret key (otherwise, the physical capture of a single tag can break the security of the entire
system). Consequently, symmetric-key privacy-preserving RFID systems are faced with the
following paradox. In one hand, private identification requires that tags disguise (encrypt)
their identities with their secret keys. On the other hand, for the reader to extract (decrypt)
the tag’s identity, it must know the identity of the tag first (in order to retrieve the secret
key required for decryption). Consequently, depending on the required degree of privacy and
the specifics of the interactive protocol between reader-tag pairs, searching the database to
identify tags based on their responses is a nontrivial task.

In this paper, we investigate the implications of the achieved degree of privacy and the
specifics of the interactive reader-tag protocol on the identification process. In the literature,
one can find good survey papers on RFID systems (see, e.g., [34, 61, 65, 69, 77, 81]). How-
ever, unlike previous work, we focus here on an important aspect of RFID systems that has
not been discussed in detail previously. Namely, we provide an up-to-date study of RFID
systems, emphasizing the effect of the reader-tag interaction protocol on the computational
effort expended by the database. We give two classifications of existing symmetric-key RFID
systems: one based on the reader-tag interaction protocols, and the other is based on the time
complexity of identifying tags’ responses. The reader-tag interaction protocol can be either
stateful or stateless. The identification process can be accomplished in constant-time, linear-
time, or logarithmic-time (as functions of the number of tags in the system). We provide a
generic treatment of these classes to identify the properties that distinguish them from one
another. As opposed to previous work, we do not study specific protocols. Instead, we study
the general classes and give examples of protocols appeared in the literature in each class.

2 Degrees of Privacy

In this section, we define two degrees of privacy for RFID tags that are essential for our analysis
of RFID systems. Tags’ privacy is characterized by the ability of unauthorized users to trace
RFID tags using their responses to readers’ interrogations. Two notions of untraceability are
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defined as follows:

Definition 1 (Universal Untraceability) An RFID tag is said to be universally untrace-
able if two tag’s responses, separated by a successful identification run with a valid reader,
cannot be correlated with high confidence by unauthorized users.

A stronger notion of privacy for RFID tags is the notion of existential untraceability,
defined as follows.

Definition 2 (Existential Untraceability) An RFID tag is said to be existentially un-
traceable if two tag’s responses, not necessarily separated by a successful identification with a
valid reader, cannot be correlated with high confidence by unauthorized users.

The main difference between the two definitions is allowing the tag to complete a successful
protocol run with an authorized reader. Another, and probably more intuitive, interpretation
of Definition 1 is that it implies privacy against passive adversaries only. To see this, observe
that an active adversary can interrogate the same tag twice in the absence of authorized
readers, thus observing two responses that are not separated by a valid protocol run. On the
other hand, Definition 2 extends tags’ privacy to hold against active adversaries too.

The differentiation between the two definitions is important in analyzing RFID protocols.
Intuitively, protecting the privacy of RFID tags against active adversaries is more difficult
than providing privacy against passive adversaries. Whenever is convenient, we will refer to
protocols that provide universal untraceability only as passively private, while protocols that
provide existential untraceability as actively private.

There is yet another important notion of privacy in RFID systems called forward untrace-
ability. Since RFID tags are typically not tamper-resistant, an adversary can capture a tag
and expose its secret parameters. Informally, forward security requires that an adversary ex-
posing a certain tag’s secret parameters cannot correlate past instances of the tag’s responses.
Since the main purpose of this paper is to study the effect of privacy on identification com-
plexity, and since forward untraceability does not contribute to our classification of RFID
protocols, we omit the detailed discussion of forward untraceability in this paper (interested
readers may refer to, e.g., [4, 9, 20, 42] for more discussion).

In what follows, we classify RFID protocols based on the reader-tag interaction into state-
ful and stateless protocols, and examine the characteristics of each class.

3 Stateful Protocols

As can be inferred from the names, tags in stateful protocols are identified via a unique state
they possess (a temporary pseudonym or a position in a data structure, etc.). For successful
identification, each tag’s state must match the state stored at the database; otherwise, tags
cannot be identified successfully. This means that tags must always be synchronized with
the database for such protocols to function properly (stateful protocols can also be called
“synchronous” protocols).

In what follows, we give a general description of stateful protocols. Obviously, differ-
ent protocols have different properties, but we describe here the common characteristics of
protocols belonging to this class.
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Figure 2: An instance of protocols based on updated identifiers. The reader interrogates the
tag by sending a “Hello” message. The tag responds with its current identifier /D. Upon
identifying the tag and obtaining its secret key, the reader generate a random number = and
sends g, () to the tag, where g, a function that is determined by the tag’s secret key k. The
tag inverts the function g, to compute the random number z and then use it to update its
identifier ID = fi(x).

3.1 General Description

Each tag is loaded with a unique state (call it /D) and a secret key k. Upon interrogation by
a reader, the tag responds with its current ID. Given the tag’s I D, the reader can access the
database and obtain information about the tag, including the tag’s secret key. Although the
unique ID is sufficient for identification, the key is necessary for authentication. The main
property that differentiates protocols of this class is how the authentication process is carried
out. Since the main purpose of this work is the effect of the reader-tag interactive protocol
on the identification process, we omit the details of the authentication process (interested
readers may refer to [3, 22, 44, 59, 60, 62, 63, 67, 71, 80] for the detailed description of
different authentication processes).

Now, with the tag’s secret key obtained, the reader generates a random string, x, and
evaluates g, (x), where ¢ is an invertible function and k is the tag’s secret key. The reader
then transmits g, (z) to the tag. Given y = g, (), the tag inverts y to obtain the value of
x; ie, r = ggl(y). With the value of z in hand, the tag and the database update the tag’s
identifier to ID = f, (x).

For the next protocol run, the tag can be identified with its updated state. Note that
the choice of the functions g and f is an important factor in determining the security of
the protocol and the amount of computational power performed by tags. Therefore, the
choice of g and f is a nontrivial task in which different stateful protocols differ (see, e.g.,
[3, 22, 44, 59, 60, 62, 63, 67, 71, 73, 80] ). An instance of such protocols is depicted in Figure
2.

3.2 Properties of Stateful Protocols

One of the most important advantages of stateful protocols, especially to this work, is the
efficient tag identification. Since, from the standpoint of authorized readers, each tag has
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only one possible response, its current state, tags can be identified in constant-time. Even if
the length of tags’ identifiers is sufficiently long (to prevent easy-to-implement attacks such
as random guessing and exhaustive search), at which point it would be impractical to build
a database that can accommodate all possible identifiers for direct access,? existing data
structures such as hash tables can be used to allow for constant-time identification.

Observe, however, that tags in this class of protocols will not update their states in the
absence of authorized readers. This is critically important to maintain the required synchro-
nization between tags and the database. This implies, however, that tags implementing this
class of protocols are only universally untraceable. To see this, note that an active adversary
interrogating the same tag twice in the absence of authorized readers will receive the same
state, thus, easily correlating the two responses. That is, this class of protocols protects tags’
privacy against passive adversaries only.

There is another implication of the fact that tags update their states based on information
transmitted by the reader. In most RFID applications, the identity of the interrogated tag
must be authenticated. Additionally, in this class of protocols, the reader must also be
authenticated. If reader authentication is not required, tags can be easily desynchronized by
updating their states based on false information generated by malicious readers.

There is one more advantage of this class of protocols. Since tags are not required to
randomize their states internally, there is no need for a random or pseudorandom number
generator in the tag’s side. This can be particularly important for RFID systems with very
cheap tags. The generation of random numbers is critical for the security of most crypto-
graphic protocols. However, standard methods for generating such numbers that have been
proven to be secure for general cryptographic protocols are known to be expensive for RFID
tags [24]. Consequently, significant efforts have been made to the design of random and pseu-
dorandom generators that can be suitable for RFID tags (see, e.g., [11, 15, 31, 46, 49, 66, 75]).
Even with the rapid advances in hardware technology, some designers believe in building tags
that are as cheap as possible. Their justification is that, when RFID technology is to re-
place conventional barcodes for product identification, tags will contribute significantly to the
cost of the overall production. For example, a 10-cent tag that can perform provably secure
cryptography will add 20% to the price of 50-cent items, not to mention even cheaper items.
When retailers are to choose between low cost and higher security, it seems inevitable that
cheaper tags will win the race.

3.3 Non-Cryptographic Privacy Enhancements

As mentioned earlier, stateful protocols do not provide privacy against active adversaries.
However, they are still attractive for two main reasons: their constant-time identification and
their cost-efficient tag implementation. Consequently, significant efforts have been devoted
to the design on non-cryptographic techniques to enhance the privacy of tags in stateful
protocols.

In [36], Juels et al. proposed the use of a blocker tag that blocks readers’ interrogation.
The blocker tag can simulate many ordinary RFID tags simultaneously to enhance privacy.
This can be done universally by simulating all tags, or selectively by simulating a subset of
tags. A variant of the blocker tag, called soft-blocking, was also proposed in [35]. Unlike the

2If tags’ identifiers are 128-bit long, for instance, one will need a database of size proportional to 4 x 10%°
terabyte for direct addressing.
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blocker tag, soft-blocking provides a weaker privacy enforcement but has the advantage of
offering flexible privacy policies.

In [26], Floerkemeier et al. proposed the use of a watchdog tag to make users aware of
their tags being interrogated. In [64], Rieback et al. proposed the use of an RFID guardian,
a battery powered device that protects tags from being illegally scanned. In [37], Juels et
al. proposed the use of an RFID Enhancer Proxy (REP). The REP is more computationally
powerful than tags and can enforce more sophisticated privacy policies.

In the next section, we discuss protocols that are designed to enhance tags’ privacy through
cryptographic solutions.

4 Stateless Protocols

Unlike stateful protocols, tags in stateless protocols have the ability to randomize their re-
sponses internally. To enhance the tag’s privacy, upon readers interrogations, the tag will
generate a random string and respond with a quantity that should not be correlated to is
previous response by unauthorized readers. However, although randomized responses can
enhance tags’ privacy, they make the identification process more complicated. As opposed to
stateful protocols, each tag now has more than one possible response. In fact, in most sys-
tems, the set of all possible responses of each tag is exponential in the length of its response.
Therefore, even for authorized readers, tag identification is not as simple as a constant-time
lookup.

In this section, we address stateless RFID protocols. Depending on the computational
effort expended at the database in order to identify tags’ responses, we categorize the class of
stateless protocols into two subclasses: linear-time and logarithmic-time identification proto-
cols.

4.1 Linear-time Identification Protocols

We first give a general description of linear-time identification protocols and then discuss their
properties.

4.1.1 General Description

In a typical protocol of this class, each tag possesses a unique ID and is equipped with
a random (pseudorandom) number generator. When a tag is in the vicinity of an RFID
reader, the reader interrogates the tag by sending a random nonce, r1. Using its own random
number source, the tag generates another nonce, ra, and computes h(ID,ry,r2), the hash of
its identifier concatenated with r; and ro. The tag responds with the concatenation of ro and
the resulting hash value, i.e., s = (ro, A(ID,71,72)).

Upon receiving the response s = (ro, h(ID,r1,72)), the reader extracts ro and computes
h(ID,ry,r9) for the list of ID’s in the system. The tag with the identifier that matches
h(ID,r1,r2) is the interrogated tag. Figure 3 depicts an instance of such protocols. The
details of different protocols in this class vary according to the specifics of the protocol.
Linear-time identification protocols include, but are not limited to, [17, 18, 30, 56, 57, 70, 78].

3Some protocols use pseudorandom functions instead of hash function, but this is the main idea of this class
of protocols.
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Figure 3: A schematic of an instance of the linear-time protocols. The reader sends a random
number 71 to the tag, which responds with the hash of its identifier concatenated with rq
and ro. The reader searches all possible I D’s in the database for the one that matches the
received response.

4.1.2 Properties of Linear-Time Identification Protocols

Identification inefficiency is the most important drawback of this class of protocols. Recall
that each tag’s response can take any value in the range of the hash function, as opposed to
a single possible response per tag in the stateful protocols of Section 3. Observe also that,
since cryptographic hash functions are noninvertible, the authorized reader has no means of
identifying the tag except the exhaustive search. That is, to identify a single response, the
database must hash the two nonces r1 and ro with all possible ID’s until a match is found.
(Even if an invertible function such as an encryption algorithm is used, the reader must try
to decrypt the response with all possible secret keys in the system until a match is found.)
If N is the number of tags in the system, the database is expected to perform an average of
N/2 hash operations before it can identify the tag. Thus, the complexity of the identification
process is O(N). We say that this class of protocols is a linear-time identification class.

The main purpose behind the introduction of such protocols is to overcome the privacy
issue of stateful protocols. Observe that tags can randomize their responses without the help
of authorized readers. Therefore, an adversary interrogating the same tag twice in the absence
of valid readers will receive two responses that cannot be correlated. In other words, tags
implementing this class of protocols are existentially untraceable.

Another property of this class of protocols is that there is no need for mutual authentica-
tion. This is a direct consequence of the tags’ ability to randomize their responses internally.
Observe that tags in such protocols do not use information generated by the reader to update
their parameters, unlike stateful protocols. Furthermore, responding to malicious interroga-
tion does not reveal tags’ identities. Therefore, the tag can respond to any interrogation,
whether valid or not, without authenticating the reader and without undermining the privacy
of the tag nor the correctness of the protocol.

Typically, in a protocol of this class, tags’ responses require one random number generation
and one hash operation. Thus, a typical protocol of this class requires O(1) communication
and computational overhead on the tags’ side, with O(N') computational effort on the database
(where N is the total number of tags in the system).
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Figure 4: An example of a tree-based RFID system with eight tags. Each edge in the tree
corresponds to a unique secret key and each tag corresponds to a unique leaf. Tags are
identified via the set of secret keys corresponding to the path from the root of the tree to the
tag’s leaf.

There is yet another consequence of the fact that the database must perform a linear
search to identify tags’ responses. In a system with a large number of tags, an adversary
can make the database busy searching for false responses. That is, linear-time protocols are
vulnerable to denial of service attacks.

The second class of protocols is the logarithmic-time identification class, where tag iden-
tification requires searching time proportional to the logarithm of the number of tags in the
system.

4.2 Logarithmic-time Identification Protocols

An important step in the direction of solving the scalability issue in RFID systems, while still
protecting tags’ privacy against active adversaries, was proposed by Molnar and Wagner in
[52]. In what follows, we give a general description of this class of protocols and then discuss
its properties.

4.2.1 General Description

In this class of protocols, tags are arranged in a tree data structure. Each edge of the tree
corresponds to a secret key, and each tag corresponds to a unique leaf in the tree. The secret
key of each tag is the set of keys corresponding to the path from the root of the tree to the
tag’s leaf. Figure 4 depicts an instance of a constructed tree with eight tags using a branching
factor of two. In the example of Figure 4, tag Ty possesses the set of keys K = {ki,k?, Kk},
and K becomes its unique identifier.

To identify a tag, say T1, the reader sends a random number r;. The tag responds with
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s = (re,h(ki,r1,72)), where ro is a random number generated by the tag. Using the tag’s
response, the reader can determine whether the tag belongs to the left or right side of the
tree by computing h(ki, r1,72), h(ki,r1,72) and looking for a match to the tag’s response (in
this example, 77 belongs to the left of the tree). By performing the same procedure for every
level of the tree, the tag can be uniquely identified by the set of keys, K, it possesses (the
O(log N) interactions can be combined into one interaction of size O(log N)). Tree based
protocols include, but are not limited to, [12, 13, 19, 47, 48, 51, 76].

4.2.2 Properties of Logarithmic-Time Identification Protocols

The main reason behind using the tree data structure is to solve the scalability issue of linear-
time identification protocols. For a system of IV tags and a branching factor b, tags can be
identified in O(log, V) time. This is a significant improvement over the O(N) performance
of the previous class of protocols. We say that this class of protocols is a logarithmic-time
identification class.

Just like the linear-time class, protocols based on tree structures can provide the required
privacy against active adversaries. This is a direct consequence of the fact that tags’ responses
can be randomized internally, without the need for readers assistance.

In general, tree based protocols as originally proposed in [52] do not require mutual au-
thentication. Just like linear-time protocols, this is due to the fact that tags need not to
update their states based on information delivered by the reader, while still maintaining pri-
vacy against active adversaries.

As can be inferred from the description of logarithmic-time protocols, the improvement
in identification complexity came by trading-off communication and computational efficiency
at the tags’ side. That is, unlike linear-time protocols, logarithmic-time protocols requires
O(log N) communication and computation overhead. Although increasing the computational
effort on tags’ side to O(log N') might not have a considerable effect, the increase in the commu-
nication overhead to O(log V) can have noticeable impact on the practicality of the system. In
a typical RFID application, readers interrogate multiple tags simultaneously. Therefore, even
in the linear-time protocols where the communication overhead is O(1), collision avoidance
and medium access control (MAC) are amongst the most challenging problems in practical
RFID systems (see, e.g., [7, 33, 39, 40, 53]). Increasing tags’ responses to O(log N) can only
complicate collision avoidance and MAC even further.

Compared to constant-time and linear-time protocols, the logarithmic-time class of pro-
tocols possess a unique vulnerability to tag compromise attacks. Due to the importance of
this vulnerability, we discuss the details of it in the following section.

4.2.3 The Tag Compromise Vulnerability

In [5], Avoine et al. discovered a new security threat in logarithmic-time protocols. The
observation they made is that arranging tags in a tree, based on their secret keys, implies
that different tags will share secret information depending on their positions in the tree. Since
RFID tags are typically not tamper-resistant, compromising a subset of tags in the system
will reveal secret information about other, uncompromised, tags.

Consider an adversary capturing 73 in Figure 4, thus obtaining {k},%? k3}. Consider
now the adversary interrogating 75> and observing its response and then interrogating 75 and
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Table 1: Performance comparison of the three classes of existing RFID protocols as a function
of the number of tags in the system, V. Note that logarithmic-time protocols require mutual
authentication and are vulnerable to desynchronization attacks if they employ key-updating

mechanisms.

Privacy Identification Key size Communication Authentication Desynchronization Tag capture
Constant Passive O(1) O(1) O(1) Mutual Vulnerable Secure
Linear Active O(N) O(1) O(1) Tag Secure Secure
Logarithmic Active O(log N) O(log N) O(log N) Tag/Mutual™ Secure/Vulnerable™® Vulnerable

observing its response, with the goal of determining whether they are the same tag or not.
Since the first key of T3 is k} and the first key of T5 is ki, the adversary can distinguish between
them, even though neither 75 nor 75 have been compromised. In general, by compromising a
single tag in the system, the adversary can always distinguish between two tags that belong
to opposite halves of the tree. In fact, Avoine et al. analyzed the information leakage by tag
compromise attacks in tree based scheme showing that, by compromising 20 tags in a system
of 220 tags, an adversary can trace uncompromised tags with an average probability close to
one [5]. Quantifying the amount of information leakage is tree-based protocols has also been
studied in, e.g., [32, 54].

Researchers who believe that the reduction in identification complexity is significant and
cannot be overlooked as a result of the new vulnerability it introduces have proposed tech-
niques to mitigate the effect of tag compromise attacks (see, e.g., [47, 48, 76]). The main
concept shared by all such techniques is to employ dynamic key-updating mechanisms. Ob-
viously, different protocols employ different key updating mechanisms and, hence, their ef-
fectiveness in mitigating tag compromise attacks vary. Note, however, that such updating
mechanism imposes an extra requirement on such protocols. Namely, unlike standard tree-
based approaches, the update procedure requires a mutual reader-tag authentication, and a
proper protection against desynchronization attacks.

A comparison of different classes of identification protocols is summarized in Table 1.
Before we conclude the paper, we will describe recently proposed protocols that have different
properties than the general classes described previously.

5 Recent Advances

In this section, we discuss some recent advances in the design of RFID systems.

5.1 Advances in Stateful Protocols

In [38], Tsudik proposed a protocol based on monotonically increasing time stamps. The
database maintains a periodically updated lookup table in which each row corresponds to
a certain tag. Adopting the same idea of time stamps, the protocols in [14, 21, 74] further
provided some improvements over the original scheme of [73]. Such protocols can achieve
constant-time identification. However, time-stamp based protocols have been analyzed and
shown to lack some security requirements (see, e.g., [38, 43, 45, 58]).

In [2], Alomair et al. proposed a new stateful protocol that can allow for constant-time
identification while maintaining tags’ privacy against active adversaries. The main concept
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of their protocol is limiting the number of “consecutive” interrogations by an active adver-
sary, say 1,000,000 interrogations. Their justification for limiting the number of consecutive
interrogations by the adversary is the following. Unlike general computer communication
systems, a high number of successive interrogation can be difficult to achieve in practical
RFID systems. A web server, for instance, is always online and can be attacked from long
distances. For an RFID tag to be interrogated, on the other hand, the adversary must be
in close proximity to the tag. However, if the adversary is always in close proximity to the
tag, the tag can be tracked without interrogation, e.g., visually. Therefore, the typical goal
of adversaries in RFID systems is to identify tags that have not been always in their vicinity.
A brief description of the protocol is as follows.

Instead of incurring more communication overhead as in tree-based protocols, the protocol
in [2] trades-off a larger storage and utilizes an offline computations of tags’ responses. Using
a three-tier hash table data structure, the database can identify interrogated tags in constant-
time.

In a system with a million tags, the required size of the database is no more than 12
terabyte, while protecting tags’ privacy against up to a million consecutive interrogations [2].
That is, for an active adversary to be able to identify a tag, the tag must be interrogated more
than one million times not separated by a single interrogation by a valid reader. Obviously,
whether that many consecutive runs grants reasonable security or not depends on the response
time of tags, which, in turn, depends on the protocol and the computations performed by
tags. A typical response time for a passive EPC tag is in the order of 4 milliseconds [82]. This
implies that an active adversary must spend 67 minutes of consecutive interrogations with the
same tag to correlate its responses. To enhance security even further, the tag can increase its
response time as a function of the number of consecutive incomplete protocol runs.

5.2 Advances in Stateless Protocols

In an attempt to solve the scalability issue in linear-time RFID systems, few techniques have
been proposed recently. In [6], Avoine and Oechslin proposed the use of a time-memory trade-
off based on the work of Hellman [29] and Oechslin [55]. The goal of such trade-off techniques
is to reduce the amount of computational effort needed to invert a one-way function. The
main concept of such techniques is chaining almost all possible outputs of the one-way function
using a reduction function that generates an arbitrary input of the one-way function using
one of its outputs. By alternating the one-way function and the reduction function on a
specific value, a chain of inputs and outputs of the one-way function is constructed. Given
the generation of a sufficient number of chains, most outputs of the one-way function will
appear at least once. To invert an output of the one-way function, a chain started with
that output is built. The idea is to search the stored chains for a match, which can lead
to finding the input corresponding to the desired output. By adapting the technique in [55],
identification complexity can be reduced to O(N 2/3 ), while maintaining the same security and
privacy levels of the linear-time protocols [6].

In [16] Cheon et al. proposed a meet-me-in-the-middle strategy to improve the efficiency
of the identification process. The basic idea is to have two sets of keys K1 and Ky, each of
size VN where N is the number of tags in the system. Each tag T; is loaded with two keys
ki and kb, where k! € K1 and ki € Ko. When a tag is interrogated with a random string
r, it responds with 7’ and C = PRF (r,r’) & PRFy; (r,7"), where PRF is a pseudorandom
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function and r’ is a random string generated by the tag.
With the received (17, C), the reader constructs a table with entries (ki, PREy (r, r )), for

each k! € K1 and sorts the table. Then, for each kb € Ky, the reader computes C@PRF,% (ryr")

and searches for it in the table. The tag with a (k%, k%) that corresponds to the match is the
interrogated tag. The complexity for identifying the tag is O(v/Nlog N). Although the
idea is novel, there are two concerning issues about the protocol. First, just like tree-based
protocols, this protocol has a tag compromise vulnerability. In particular, compromising ¢t tags
in the system will enable the adversary to identify t?> — ¢ uncompromised tags [16]. Second,
with identification complexity of O(log N), tree-based protocols are more efficient than the
O(V/'N log N) of this protocol.

In [79], Wu and Stinson proposed a privacy-preserving protocol based on polynomial
operations over the finite field Fy.. The security of the protocol is based on the difficulty of
reconstructing a polynomial with noisy data. To be able to perform the required computations,
tags can be designed with about 10,000 gates, whereas ECC based public-key computations
might require around 20, 000 gates [79].

What is more relevant to this paper, however, is the identification complexity. In the
protocol of [79], the database needs to solve mb polynomials of degree k, where m, b, and k
are predefined security parameters. Therefore, although asymptotically constant, the identifi-
cation operation can be cumbersome. Typical numbers of m and b are 16 and 8, respectively
[79]. Consequently, the database will perform 128 operations to identify a tag’s response.
This is equivalent to the required computational effort in a tree-based protocol with a system
of 21?8 tags and a branching factor of 2.

6 Conclusion

In this paper, we studied symmetric-key, privacy-preserving RFID systems. Existing RFID
systems are classified based on the amount of computational overhead incurred on the database
to identify tags’ responses. Identifying tags while preserving their privacy against passive
adversaries is shown to be achieved in constant-time, independent of the number of tags in the
system. Identifying tags, while preserving their privacy against active adversaries, however,
is a more difficult task. Based on their efficiency on identifying tags’ responses, actively
private protocols are categorized into linear-time and logarithmic-time protocols. Linear-
time identification protocols are the ones requiring database search time proportional to the
number of tags in the system. They are shown to be secure but impractical for large-scale
systems. Logarithmic-time protocols are those requiring database search time proportional
to the logarithm of the number of tags in the system. Obviously, logarithmic-time protocols
better suit large-scale systems but are vulnerable to tag compromise attacks, where capturing
tags in the system undermines the security of uncompromised tags.

Active research problems include the design of non-cryptographic solutions to enhance
the privacy of stateful protocols, the search for solutions to the tag compromise vulnerability
in the tree based protocols, and the design of actively private protocols that can beat the
linear-time complexity without introducing new vulnerabilities.
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