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The ability to tailor the spectral response of photonic devices is paramount to the advancement of a broad range
of applications. The vast design space offered by disordered optical media provides enhanced functionality for
spectral tailoring while also making it challenging to map the spectral properties of such complex systems to their
structural attributes. In this work, we investigate correlations between the configuration statistics of random meta-
surfaces and their spectral transmissivity in the visible, and leverage those to develop a reduced phase space. In
the latter part of the manuscript, we use this reduced phase space to design a pixelated color filter that hides visual
data within a preselected cover image for steganography. Furthermore, we design a pair of color filters that can
collectively encrypt a given grayscale image in their spectral transmissivities. We envision such devices to create
opportunities for the development of compact, next-generation cryptographic systems. More broadly, the results
presented in this manuscript provide new, to the best of our knowledge, avenues for optimizing large-scale random
metasurfaces to achieve enhanced optical functionalities for a wide variety of applications. ©2024Optica Publishing

Group
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1. INTRODUCTION

Nature is abundant with randomness and disorder [1–5], and
random media play a critical role in sustaining the environment
around us [6,7]. Historically, ordered and periodic photonic
structures have received considerable attention from the scien-
tific community [8], and randomness and disorder have often
been viewed as undesirable. Recently, owing to the wide range of
functionalities exhibited by disordered systems found in nature,
researchers have started investigating their optical properties. By
judiciously exploiting the extent of randomness in such systems,
several studies have proposed disordered photonic devices for
applications in spectroscopy [9,10], imaging, and lasing [11].

The benefit of having a large design space in disordered
photonic devices comes with the challenge of mapping
their structural degrees of freedom to their optical response.
Therefore, it is of immense importance to determine a tractable
set of parameters that can be used to characterize and predict
the optical properties of such complex systems. In this work, we
investigate the correlation between the statistics governing the
configuration of a random metasurface and its spectral transmis-
sivity in the visible wavelength range. We consider metasurfaces
consisting of a finite, two-dimensional array of Si nanopillars

with their widths sampled from a normal distribution, placed on
a SiO2 substrate. We begin by analyzing the spectral responses of
random metasurfaces generated from a specific normal distribu-
tion but having different sets of nanopillar widths and numbers
of constituent nanopillars. Guided by the results of this analysis,
we develop a reduced design space that maps the parameters of
the normal distribution underlying our metasurfaces and the
statistical properties of their transmission spectra.

In the latter part of the manuscript, we use our reduced
phase space to design metasurfaces for steganography and
multi-wavelength cryptography. In recent years, metasurfaces
have been widely investigated for applications in data storage
[12–27] and image encryption [28–33] due to their ability to
manipulate light in the spatial and spectral domain. Here we use
our random metasurfaces to design pixelated color filters that
can hide image information within a chosen cover image for
steganography. Furthermore, we design a pair of color filters that
collectively encrypt the data of a given grayscale image into their
respective wavelength-dependent spectral responses. We envi-
sion such compact data storage devices to lay the foundation of
next-generation cryptographic and anti-counterfeiting systems.
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The results presented in this manuscript will serve as a step-
ping stone for understanding optical phenomena in random
photonic devices. The ability to leverage the strong correlations
between the configuration statistics of random metasurfaces
and their spectral responses could potentially pave the way for
compact and highly efficient photonic devices for a broad range
of applications.

2. RESULTS AND DISCUSSION

We begin by describing the design of our random metasurfaces
followed by a study of the correlation between their configu-
ration statistics and spectral transmissivity in Subsection 2.A.
In Subsection 2.B, we leverage these correlations to design
metasurfaces for steganography and multi-wavelength
cryptography.

A. Correlation between the Configuration Statistics
and Spectral Properties of a Random Metasurface

We consider random metasurfaces consisting of a two-
dimensional array of Si nanopillars on a 1 µm thick SiO2

substrate (Fig. 1). The array consists of N × N Si nanopillars
placed on a square grid with a center-to-center separation of
500 nm. The nanopillars have a height of 500 nm, while their
top and bottom faces are shaped like a square with side lengths
sampled from a normal distribution. For convenience, we will
refer to this structure as an N × N random metasurface hereon.

We wish to understand the correlation between the configu-
ration statistics of our random metasurfaces and their spectral
properties. The configuration statistics of a given random meta-
surface are governed by a normal distribution from which the
side lengths L of its nanopillars are sampled. As an example, let
us consider a 10× 10 random metasurface constructed from
a normal distribution with mean µ= 200 nm and standard
deviation σ = 30 nm. Figure 2(a) shows the probability density
function (PDF) of the distribution. The PDF is normalized
such that its integral over the entire range of L values is equal to
unity.

We first use this PDF to construct 10 instantiations of the
random metasurface. Here an instantiation refers to a spe-
cific selection of nanopillar side lengths from a given PDF. We
calculate the wavelength-dependent transmissivity of each
instantiation by conducting electromagnetic simulations in
Lumerical finite difference time domain (FDTD). The sim-
ulation domain consists of perfectly matched layer (PML)
boundary conditions on all sides and is defined such that the
nanopillar array only occupies 80% of its total area in the x -y
plane. The structure is illuminated by a normally incident plane
wave from the top and transmissivity as a function of the wave-
length is recorded by using a power flux monitor at the bottom.
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Fig. 1. Schematic of an N × N random metasurface.

Figure 2(b) shows the simulated wavelength-dependent trans-
missivity, T of the instantiations. The solid black line represents
the mean transmission spectrum, while the blue band indicates
the range of transmissivity values of the 10 instantiations at each
wavelength. We observe that the range of transmissivity values
at each wavelength is much smaller than the mean, indicating
that the spectral response of a random metasurface is dictated
by the PDF from which it is generated and not by its specific
instantiation.

Next, we compare the spectral responses of random meta-
surfaces generated from the PDF shown in Fig. 2(a) but having
a different number of nanopillars. Figure 2(c) shows the simu-
lated transmission spectra of three random metasurfaces with
N = 10, 15, and 20. To account for a change in the simulation
domain area with increase in N, we multiply the spectra for
N = 15 and 20 with the ratio of the mean transmittance of a
bare substrate for the N = 10 case and that for the N = 15 and
20 cases, respectively. We observe that the spectral responses of
all three metasurfaces possess a similar lineshape. This indicates
that the spectral response of random metasurfaces sampled from
the same PDF is independent of the number of their constituent
nanopillars.

As mentioned above, a major challenge while designing
random metasurfaces for various applications is the large
design phase space associated with such devices. The strong
correlations between the configuration statistics of random
metasurfaces and their spectral properties allow for a reduc-
tion in the size of this phase space. To demonstrate this, we
first define the spectral mean (mean(T)) and spectral variance
(var(T)) associated with the transmission spectrum of a given
metasurface as follows:

mean(T)=

∫ λ2
λ1

dλT(λ)∫ λ2
λ1

dλ
, (1)

var(T)=

∫ λ2
λ1

dλ(T(λ)−mean(T))2∫ λ2
λ1

dλ
. (2)

Here T(λ) is the transmission spectrum of the random meta-
surface, and the integral is performed from λ1 = 400 nm to
λ2 = 800 nm.

Figure 3 presents the dependence of the mean(T) and var(T)
of a 10× 10 random metasurface on the parametersµ and σ of
its underlying normal distribution. To generate these plots, we
first generate 63 random metasurfaces corresponding to nine
µ values between 130 and 150 nm and seven σ values between
0 and 30 nm. These random metasurfaces are subsequently
simulated, and their corresponding mean(T) and var(T) are
interpolated over a finer, 241× 31 grid of µ and σ values. It
can be observed that the mean(T) is nearly independent of σ
and reduces with an increase in µ. On the other hand, var(T)
is influenced by both µ and σ . We note that, qualitatively, the
mean(T) and var(T) of a random metasurface can be controlled
nearly independently of each other by tuning its underlying nor-
mal distribution. This allows us to conveniently parameterize
the phase space by usingµ and σ instead of the widths of all the
nanopillars constituting the metasurface.
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Fig. 2. (a) Probability density function of a normal distribution with µ= 200 nm and σ = 30 nm. The PDF is normalized such that the total
area under the curve is unity. (b) Transmission spectra of 10 instantiations of a random metasurface with nanopillar widths sampled from the PDF
shown in part (a). The mean transmission spectrum is shown by the solid black line, and the range is shown by the shaded blue region around it.
(c) Transmission spectra for three different random metasurfaces with N = 10, 15, and 20.

Fig. 3. (a) Mean(T), and (b) var(T) as a function of the normal
distribution parametersµ and σ . (c) and (d) show the binned grayscale
intensity map and RGB map, respectively, for metasurfaces on the
non-interpolated 9× 7 grid ofµ and σ values.

In the next subsection, we use our reduced phase space to
design metasurfaces for steganography and multi-wavelength
cryptography.

B. Designing Random Metasurfaces for
Steganography and Multi-Wavelength Cryptography

The ability to tailor the spectral means and variances of ran-
dom metasurfaces can be leveraged to design color filters with
predefined wavelength-averaged transmission properties. As
an example, consider a random metasurface illuminated by
a broadband visible light source and imaged in the near-field
by using both an RGB sensor and a monochrome sensor. The
RGB sensor will record three intensity values dependent on the
overlap of the metasurface’s spectral transmissivity with the red,
green and blue sensor response curves. On the other hand, the
monochrome sensor will record a single value proportional to
the spectrally averaged transmissivity of the metasurface. In
other words, while the grayscale value of the metasurface will be
governed only by its spectral mean, its RGB value will depend on
both its spectral mean and variance. Below we exploit this fact
to design pixelated transmission filters for steganography and
multi-wavelength cryptography.

We begin by calculating the near-field grayscale and RGB
intensity maps of random metasurfaces generated from the

non-interpolated 9× 7 grid of µ and σ values [Figs. 3(c) and
3(d), respectively]. The grayscale values (ranging from 0 to 15)
are calculated by integrating the transmissivity of each meta-
surface over the 400–800 nm wavelength range and binning
the resulting set of values into 16 levels between the lowest and
highest. Each value of the RGB triplet of a given metasurface is
calculated using the following equation:

vk =

⌈
256

∫ λ2
λ1

dλTpixel(λ)Tk(λ)∫ λ2
λ1

dλT2
k(λ)

⌉
. (3)

Here Tpixel(λ) and Tk(λ) (k = R , G , or B) are the transmission
spectra of the metasurface and the filter response of the sensor,
respectively. For simplicity, we assume the filter responses of
the R , G , and B sensors to be Lorentzian with amplitude 1, full
width at half-maximum 50 nm, and centered at wavelengths of
630, 532 and 465 nm, respectively. The integral is performed
from λ1 = 400 nm to λ2 = 800 nm, and dxe denotes the
greatest integer less than or equal to x .

We use the set of 9× 7 random metasurfaces to design a
pixelated transmission filter that hides data within a preselected
cover image. This is referred to as steganography. The hidden
data are completely invisible to the naked eye and can only be
recovered when the filter is illuminated by a broadband source
and imaged in the near-field using a monochrome sensor. For
simplicity, we use as our cover image a 6× 7 binary image of
the letter “W” made up of the colors peach and pink with RGB
values (230, 175, 160) and (226, 136, 150), respectively. The
hidden data are a two-dimensional array of integers 1, 2, and 3.

The filter is designed as a 42× 49 grid of pixels, where each
pixel is a 10× 10 random metasurface. Each 7× 7 block of
filter pixels encodes a single pixel of the cover image in its RGB
response and a 7× 7 image of a digit in its grayscale response
[Fig. 4(a)]. For encoding the peach-colored pixels of the cover
image, we choose from two types of random metasurfaces
that have RGB values closest to (230, 175, 160) but differ-
ent grayscale values of either 11 or 12. The same procedure is
repeated for encoding the pink pixels of the cover image by using
random metasurfaces with RGB values closest to (226, 136,
150) but having grayscale levels of either 10 or 11. Figures 4(b)
and 4(c) show the near-field RGB and grayscale images of the
pixelated filter. One can observe that the filter displays an image
of the letter “W” in its RGB image while revealing a hidden
sequence of numbers in its grayscale image. We envision such a
device to be useful for anti-counterfeiting applications, where
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Fig. 4. (a) Left panel shows a schematic of a block of 7× 7 filter
pixels. The corresponding RGB and grayscale images are shown in
the middle and the right panels, respectively. (b) Near-field RGB and
(c) near-field grayscale image of the full pixelated filter.

the hidden image (in this case, the sequence of numbers) serves
as an authentication key.

Next, we consider the design of pixelated transmission filters
capable of encrypting 4-bit grayscale images in their spectral
response. A 4-bit grayscale image has 16 intensity levels, with
pixel intensity values ranging from 0 to 15. Here we wish to
design a pair of filters that collectively encrypt a 100× 100
pixel, 4-bit grayscale image of the letter “W,” known as the plain
image (left panel of Fig. 5). The encryption process begins by
generating two seemingly random images (image 1 and 2) such
that a pixel-wise XOR operation between them results in the
plain image. These images are subsequently encoded on two
separate filters. The division of plain image data into two sets of
random images ensures that a recipient in possession of only one
of the two filters cannot recover any meaningful information
about the plain image.

We model the two filters as 100× 100 pixel square grids,
where each pixel is a 10× 10 random metasurface chosen from
the phase space shown in Figs. 3(a) and 3(b). The first step of
the filter design process is the truncation of the 241× 31 phase
space by selecting random metasurfaces having spectral means
close to 16 equally spaced levels between 0.16 and 0.57. Next,
we randomly select four metasurfaces corresponding to each
level so as to give a final set of 16× 4 metasurfaces. We calculate
two matrices for this set of metasurfaces. The first matrix, G (top
middle panel of Fig. 5), contains the grayscale intensity values
of all the metasurfaces, binned into 16 levels from 0 to 15. The
second matrix, X (bottom middle panel of Fig. 5), is obtained by
binning mean(T) and var(T) for the chosen set of metasurfaces
into 16 levels and performing an XOR operation between them.

Figure 5 describes the process of selecting pixels of the two
filters from the set of 16× 4 random metasurfaces. For image 1,
the grayscale value of each pixel is used to randomly select a
metasurface belonging to the same grayscale level from matrix
G (highlighted by a blue box in Fig. 5). The selected metasur-
face is assigned to filter 1 at the same location as the considered
pixel from image 1. The same process is repeated for each pixel
in image 2, where pixels are now selected from matrix X and
assigned to filter 2. The right panel of Fig. 5 shows a map of µ
and σ values for the normal distributions governing the pixels of
the two generated filters. We observe that these look completely
random and do not reveal any meaningful information about
the plain image.

To perform decryption, we calculate the transmission spectra
of the set of 16× 4 filters using FDTD simulations. This gives
us the pixel-wise wavelength-dependent transmissivity of filters
1 and 2. Figures 6(a) and 6(b) show the RGB and grayscale near-
field images of the two filters calculated based on their respective
transmission spectra. It can be observed that either the RGB or
the grayscale near-field images of both filters alone do not reveal
any meaningful information about the plan image.

Next, we calculate the binned mean(T) and var(T) of the
pixels of filter 2 [left panel of Fig. 6(c)] based on their simu-
lated transmission spectra. Taking a pixel-wise XOR between
these gives us image 2 which, upon the application of an XOR
operation with the binned grayscale profile of filter 1 (image
1), reveals the encrypted image of the letter “W.” We observe
that the output image, while having a high level of similarity
to the plain image, possesses significantly more noise. This can
be attributed to slight differences between the simulated and
interpolated mean(T) and var(T) values of the metasurfaces
that get magnified after binning into 16 levels. This issue can
be rectified by using the simulated spectral responses of the
16× 4 metasurfaces to construct the matrices G and X during
encryption. The output image in this case (not shown in Fig. 6
but verified through separate calculations) matches exactly with
the plain image.

Finally, we provide a qualitative assessment of the security
provided by our encryption scheme. For this purpose, let us
assume our encryption system to be a black box that accepts a
4-bit grayscale image (plain image) at its input and generates
a pair of transmission filters (ciphers) at the output. As a first
step, our encryption scheme requires the plain image to be
divided into two intermediate images that are related to it via an
XOR operation. This ensures that, for every pixel of the plain
image, there exist multiple possible pixel value pairs for the
intermediate images. Additionally, for every pixel of each of the
two intermediate images, there exist multiple metasurfaces that
satisfy the corresponding selection criteria. These two attributes
of our encryption scheme ensure that, for a given plain image,
the encryption black box produces one of several possible filter
pairs. We note that several common cryptographic attacks
such as the chosen plaintext attack (CPA) and known plaintext
attack (KPA) rely on exploiting the plaintext-cipher relationship
to break the encryption system. The one-to-many mapping
between the plain image and ciphers for our encryption system
makes it extremely robust to such attacks.

3. CONCLUSION

In this work, we investigated correlations between the con-
figuration statistics of random metasurfaces and their spectral
transmissivity in the visible wavelength range. We considered
metasurfaces consisting of Si nanopillars with widths sampled
from a normal distribution, placed on a SiO2 substrate. We
showed that the spectral lineshapes of metasurfaces generated
from the same normal distribution are independent of the
exact values of their nanopillar widths or the number of their
constituent nanopillars. Furthermore, we developed a mapping
between the parameters of the normal distribution underlying
our random metasurfaces and their spectral mean and variance.
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Fig. 5. Encryption of a 4-bit, 100× 100 pixel grayscale image of the letter “W” on two transmission filters. The image is first split into images
1 and 2, which are subsequently encoded on filters 1 and 2, respectively. The middle panel explains the pixel selection process for the two filters for
specific pixels of images 1 and 2 (shown by the highlighted blue boxes in the image insets).

Fig. 6. Near-field RGB and grayscale images of (a) filter 1 and
(b) filter 2. (c) Decryption process for retrieving the plain image.

In the latter part of the manuscript, we leveraged the reduced
phase space resulting from this analysis to design pixelated
transmission filters for steganography and multi-wavelength
cryptography in the visible. By exploiting the ability to inde-
pendently modulate the spectral mean and variance of our
metasurfaces, we designed a pixelated filter that hides a sequence
of digits within a preselected cover image. The encoded data are
invisible to the naked eye and can only be recovered from the
near-field grayscale image of the filter. We further exploited the
design flexibility afforded by our reduced phase space to design
a pair of transmission filters for encrypting a 4-bit grayscale
image. The random structural configuration and near-field
optical response of either of the two filters make it extremely
challenging for an adversary to retrieve the hidden image
without having access to the other.

We note that, while the current work considered random
metasurfaces sampled from a normal distribution, the analysis
presented herein can potentially be extended to a broader class
of probability density functions. Furthermore, while this study
focused on wavelength-averaged optical properties of random
metasurfaces, future work may investigate strategies to predict
their full spectral response from their configuration statistics.
The ability to design random metasurfaces with tailored spectral

responses will be useful for a wide range of applications. For
instance, in the context of optical cryptography, metasurfaces
with predefined transmission spectra can be used for prefer-
entially dispersing encrypted data across a set of preselected
wavelengths. This set of wavelengths can subsequently be used
as a decryption key, thus adding an additional layer of security to
the decryption process.

Despite the above limitations, the results presented in this
manuscript provide new avenues for optimizing large-scale ran-
dom metasurfaces to achieve enhanced optical functionalities
for a broad class of applications.
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