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ABSTRACT 1. INTRODUCTION

In many applications of wireless sensor networks (WSN), sensors Wireless ad hoc sensor networks (WSN) operate in the absence
are deployed un-tethered in hostile environments. For location- Of a pre-deployed infrastructure, are self-configurable, low cost and
aware WSN applications, it is essential to ensure that sensors cartan be rapidly deployed. Hence, such networks enable a variety of
determine their location, even in the presence of malicious adver-consumer applications, such as emergency rescue, disaster relief,
saries. In this paper we address the problenerwbling sensors ~ smart homes and patient monitoring, industrial applications, such
of WSN to determine their location in an un-trusted environment. as structural health monitoring and environmental control, and mil-
Since localization schemes based on distance estimation are exitary applications, such as target identification and tracking.
pensive for the resource constrained sensors, we propose a range- Many of the applications proposed for WSN require knowledge
independent localization algorithm called SeRLoc. SeRLoc is dis- Of the origin of the sensing information. For example, in order to
tributed algorithm and does not require any communication among identify a crack in the rotating part of a motor or in the arch of a
sensors. In addition, we show that SeRLoc is robust against severddridge, we need the location of the sensors that detect high stress
WSN attacks, such as theormhole attackthe sybil attackand forces or structure anomalies. Furthermore, location is assumed
compromised sensor$o the best of our knowledge, ours is the first known in the realization of many network operations such as, rout-
work that provides a security-aware range-independent localizationing protocols where a family of geographically aided algorithms
scheme for WSN. We present a threat analysis and comparison ofiave been proposed [1, 2], or security protocols where location in-
the performance of SeRLoc with state-of-the-art range-independentformation is used to prevent threats against services [3-5].
localization schemes. WSN may be deployed in hostile environments with sensors op-
erating unsupervised. Hence, an adversary can interrupt the func-
tionality of location-aware applications by exploiting the vulnera-

Categor ies and SUbj ect DeSCI‘iptOI‘S bilities of the localization scheme. Though many localization tech-
C.2 [Computer System Organization]: Computer-Communication ~ hiques have been proposed for wireless ad hoc networks [6-16],
Networks; C.2.1Network Architectureand Design]: Distributed almost no research has been presented in securing the localization
networks—Network topology scheme against security threats.

Since sensors are hardware and power limited, we consider com-
putationally efficient methods such as symmetric cryptography and
General Terms efficient hash functions [17], to prevent attacks against the localiza-
Algorithm, Security, Performance, Design tion scheme. In addition, since distance measurements are known
to be susceptible to distance enlargement/reduction [18], we do not
use any such measurements to infer the sensor location. We re-
Keywor ds fer to methods that are not using distance measurements as range-
Secure Localization, Wireless sensor networks, range-independentndependent localization schemes [6-9, 14, 16]. _
In this paper we make the following contributions: (i) We pro-
poseSeRLog¢ a novel range-independent localization scheme for
This work was supported in part by the following grants: NSF grand ANI-0093187, \WSN, that achieves decentralized, resource-efficient sensor local-
ARO grant DAAD19-02-1-0242 and by the Collaborative Technology Alliance (CTA) it (1 ; i _
from ARL, DAAD19-01-2-0011. The views and conclusions contained here are those ization. (”) We propose sec_unty meChe.mlsm.S for SeRLoc that al
of the authors and should not be interpreted as representing the official policies or low each sensor to determine its locatievenin the presence of
endorsements, either express or implied, of NSF, ARO, ARL, or the U.S. Government Well known threats on WSN such as the wormhole attack [3, 19,
or any of its agencies. 20], the sybil attack [21, 22] and sensor compromise. (iii) We
provide simulation studies that show that SeRLoc localizes sen-
sors with higher accuracy than state-of-the-art decentralized range-
independent localization schemes [6-9], and is robust against vary-
Permission to make digital or hard copies of all or part of this work for jng sources of error.
et e o o ol gt o, Theremaiderof he paper 1 organized as folos. n Secion 2
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republish, to post on servers or to redistribute to lists, requires prior specific M0del. Section 3 describes our localization scheme and Section 4
permission and/or a fee. presents a threat analysis. In Section 5 we present the need for se-
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In Section 6 we present related work. In Section 7 we evaluate where we consider imperfect sectorization. We assume that lo-

the performance of SeRLoc compared to other range-independentators transmit with higher power than sensors and hence have a

localization schemes. Section 8 presents our conclusions. locator-to-sensor communication rangefdf> r. Due to the direc-
tivity of the locators’ antennas, and the higher locator transmitting

2 PROBLEM STATEMENT & NETWORK power, the locator-sensor link isi asymmetric. The sensor-to-locator
communication range i¢ = rG~, wherey is the signal attenua-
MODEL . ;
tion factor [27]. We also assume that locators can simultaneously
transmit in all their antenna sectors.
21 Problem Statement Note that to achieve a communication range rdtiplocators
We study the problem oénabling nodes of a wireless sensor aed to transmit with poweP, = (£)7(P,/G) , whereP, is the
network to determine their location even in the presence of ma- gengor transmitting power. Given that sensors are very low power
licious adversaries. This problem will be referred to aSecure devices, the higher transmit power assumption on the locator side
Localization Note that secure localization is a different problem g 5 reasonable one. A typical sensor has a communication range
from verifying the location claim of a sensor, known as location f.qm 3 ~ 30m with a transmission power df, = 0.75mW [28].
verification [23, 24]. Location verification is not addressed in this Hence, guards needs to transmit with a podr= 75mW to
paper. We consider secure localization in the context of the follow- 4-nieve a communication range raffo= 10 when~y = 2 even
ing design goals: (a) decentralized implementation, (b) resource ithout the use of directional antennas.

efficiency, and (c) robustness against security threats. Network initialization: We assume that sensors and locators can
be pre-loaded with cryptographic quantities before deployment.
2.2 Network M odel ) Attacks not addressed: In this paper we do not consider attacks
Network generation: We assume that _the network conS|sts_of @ against the physical layer such as frequency jamming. Spread spec-
set of sensor noded’ of unknown location and a set of specially  trym [31] and coding [32] is known to be an efficient mechanism
equipped nodes we calllocators with known location and orien- g shield the physical layer against jamming attacks. Also, we do
tation. Locators’ position can be acquired through GPS recéivers ot consider any attack against the Medium Access Control (MAC)
[25]. We assume that all network nodes are deployed randomly in protocol that may lead to a denial-of-service (DOS also assume
a specific network region of ared that locators are trusted and cannot be compromised by an adver-
The random deployment of the network nodes can be modeledsary_ Dealing with compromised locators is an on-going work.
as aspatial homogeneous Poisson point prog@€§. The random
placement of the locators with a density = % (| - | denotes the
cardinality of a set) is equivalent to a sequence of events following a

3. SERLOC: A SECURE LOCALIZATION

homogeneous Poisson point process of pateGiven thatL events SCHEME

occur in aread, these events are uniformly distributed withith In this Section we describe how our SEcure Range-independent

The random deployment of sensors with a dengity= %, is LOCalization schemeSeRLorenables sensors to determine their

equivalent to a random sampling of thewith rate ps [26]. location based on beacon information transmitted by the locators,
Let LH, denote the set of locators heard by a sensoiThe and present the security mechanisms that protect the location com-

probability thats hears exactly locatorsP(|LH;| = k) is equal putation, in the presence of malicious adversaries.

to the probability thak locators are deployed within an area of size . . .
7R?, whereR is the locator-to-sensor communication range. Since 3.1 ~Location Deter mination

locators deployment follows a spatial Poisson process (randomly |n SeRLoc, sensors determine their location based on the bea-

deployed in a specific area): con information transmitted by the locators. Figure 1 illustrates the
N idea of the scheme. Each locator transmits different beacons at each
P(|LH,| =k) = w e~ PLTR? 1) antenna sector with each beacon containing, (a) the locator’s coor-
k! dinates, (b) the angles of the antenna boundary lines, with respect
Using (1), we compute the probability thaverysensor hearat to a common global axis.

leastk locators. The random sensor deployment implies statistical  If a sensor hears a beacon transmitted at a specific antenna sector
independence in the number of locators heard by each sensor andf a locatorL;, it has to be included within that sector. Given that
hence: sensors know the locators’ communication rarge priori, and

IN| acquire the locator’s coordinates and sector boundary lines through
P(|LHs| 2 k,¥s € N) P(ILH:| 2 k) the beacons, they can identify the region within which they reside

= (1 - P(|LH,| < k))!V! 2 by computing the overlap between all the sectors that they hear.
k=1 ovi ' Each sensor determines its location as the center of gravity (CoG)

= (1- Z M e—mez)\N\. of the overlapping region computed via the beacon information.
= il The CoG is the least square error solution given that a sensor can

. ) ... lie with equal probability at any point of the overlapping region.
Antennamodel: Sensors are assumed to be equipped with omnidi- Figure 1(a), sensoris able to hear locatots, ~ La. Sensor

rectional antennas having a sensor-to_-sensor_communication range qatermines its position by executing a four step algorithnStep
r. Locators are assumed to be equipped with sectored antennasg e sensor collects the beacons from all locators it can hear. In

with M sectors. We assume a directivity g&i{A/) and anide-  gye1 7t determines an approximate search area within which it is
alized angular reception [27]. However, the ideal Sector assump-|,cated based on the coordinates of the locators hearStelp 3

tion is relaxed during our security evaluation and simulation study, it computes the overlapping antenna sector region using a majority

Though GPS signals can be spoofed, knowledge of the coordi-VOte scheme. IiStep 4 it determines its location as the center of
nates of several nodes is essential to achieve any kind of node lo-gravity of the overlapping region. We now describe all four steps
calization. in detail.
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Figure1: (a) Locators L1 — L4 transmit beacons at each sector. Sensor s estimates itslocation as the Center of Gravity CoG of the
overlapping region of the sectorsthat includeit. (b) Step 2: determination of the search area, arectangular area of sizelessthan R?,
(c) arectangular area of size greater than R?.
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Figure2: (a) Step 3: Grid-sector test for a point g of the search area. (b) Steps 3,4: Placement of a grid of equally spaced pointsin

the search area, and the corresponding grid score table. The sensor estimates its position as the centroid of all grid points with the
highest score.

- Step 1:Locators heard: The sensor collects information from  be computationally expensive for each sensor to attempt to analyt-

all the locators that it can hear. A sensarith coordinategzs, ys) ically determine the overlapping region, based on the line intersec-
can hear all locator& H, with coordinateg X;, ;) that lie within tions, we employ a grid scoring system that defines the overlapping
a circle of radiusk, centered afxs, ys). region based on majority vote. A grid scoring scheme was also

. used in [6], though the grid was placed at a fixed region around the
LHs ={lls = Li| < R, i=1...|L[}. ©) sensor, regardless of the positions of the locators.
- Step 2:Search area: The sensor computes a search areawhere  Gid score table: The sensor places a grid of equally spaced
it will attempt to locate itself. Initially, the sensor finds the mini- ~ POINtS within the rectangular search area as shown in Figure 2(b).
MUM X,in. YVinin @Nd Maximunmy, ... Yinas locator coordinates 10 determine the overlapping area, the sensor keeps a score for ev-

form the setl,H,. ery grid point in a g_rid score table._ Initially, all grid p(_)ints have a
zero score. If a point is included in a sector according tid-
Xmin = LmiLr;I Xi, Xmaz = ax Xi, sector testlescribed below, the sensor increments its score by one.
”6. ° iebHs If not, its score does not change. This process is repeated for all
Yimin = LieLH, Yi, Ymae = e, Yi. (4) locators heard. Hy, for the same grid. The overlapping region is
o ) o defined by the points that have the highest score in the grid. In Fig-
Observe in Figure 1(b) that if sensecan hear locatot with coor- ure 2(b), we show the grid score table and the overlapping region
dinates {»:n, Y3), s has to be locatelft from the vertical bound- according to the highest scoring points.
ary of (Xmin + R). Similarly, s has to be locatedght from the Note that due to the finite grid resolution, the use of grid points
vertical boundary of K. — R), belowthe horizontal boundary  for the definition of the overlapping region induces error in the cal-
of (Yinin + R), andabovethe horizontal boundary off... — R). culation. The resolution of the grid can be increased to reduce the
The dimensions of the rectangular search areg2dte-d.. )x(2R—  error at the expense of energy consumption due to the increased
dy) whered,, d, are the horizontal distanek = X oz —Xmin < processing time.
2R and the vertical distancé, = Ymas — Ymin < 2R, respec- Grid-sector test: Let the coordinates of a grid poimtbe de-
tively. In Figure 1(b), the search areads < R-, sinced, > R noted agz,, y,). Pointg is included in a sector of anglés , 6]

andd, > R. In Figure 1(c).d. < R andd, < R, and hence,  originating from locatotL; : (X;,Y;) if it satisfies two conditions:

A > R? ) ) o (C1): g has to lie within the communication range of,
- Step 3: Overlapping region-Majority vote: In Step 3, sen- () The anglep of the line connectind.; andg, has to lie within
sors determine the overlapping region of all sectors. Since it would
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[01,02]. network with 200 guards, we need 8 bits to represent node Ids. In
addition, hash functions such as MD5 [17] have a 128-bit output.
Cit llg =Ll < B, Co: 01 <6 <0 ®) Hence, the storage requirement of the hash table at any node is only
Note that the sensalo not have tperform any angle-of-arrival ~ 3.4Kbytes. To reduce the storage needed at the locator side, we can
(AOA) measurements. Both the coordinates of the locators and €mploy an efficient storage/computation method for hash chains of

the grid points are known, and hence the sensors can analyticallytime/storage complexity)(log®(n)) and compute any hash chain
calculate¢. In Figure 2(a), we illustrate the grid-sector test, with values when needed [34]. We now describe how the hash values

all angles measured with reference to axis 0. authenticate the locator’s ID.

- Step 4:L ocation estimation: The sensor determines its loca- Assume that a |0cat0f/i wants to transmit its first beacon. Ini-
tion as the centroid of all the grid points that define the overlapping fially, sensors only know the hash val#€" (PW;). The locator
region (highest score in the grid): includes(H™ ' (PW;), 7) in the beacon transmission, with the in-

dexj = 1 (first hash value published). Every sensor that hears the
_ 1< 1< beacon can authenticate the locator ID onlffif ™~ (PW;)) =
81 (Teat, Yest) = (ﬁ Z Toir Z ygi) ’ ®) H"™(PW;). After verification, the sensor replacg® (PW;) with
=t =t H" 1(PW,) inits memory and increases the hash counter by one,
wheren is the number of grid points of the overlapping region. S0 as to perform only one hash operation in the reception of a sec-
. . ond message from the same locafgr The index; is included
3.2 Secur |ty Mechanisms of SeRLoc in the beacgns, so that sensors can re-synchronijze with the current

We now describe the security mechanisms of SeRLoc that enablepublished hash value, in case of loss of some intermediate hash

the secure location computation. values. The beacon of Locatét has the following format:

Encryption: To protect the localization information, we encrypt all n—j .

beacons transmitted from locators. Since sensors are constrained Li: { (X3, Ya) [ (61, 02) || (H™ 7 (PW3)), 3} ¢

in both computational power and energy resources, we do not con-where|| denotes the concatenation operation dnd}; denotes

sider asymmetric key cryptography solutions. Instead, sensors andhe encryption of message with key K. Note that our location Id

locators share a global symmetric kéf, pre-loaded before de-  authentication does not prevent the replay of a message that origi-

ployment. nated from a locator. However, it allows a sensor to ensure that the
In addition, every sensaershares a symmetric pairwise k& message was generated by a locator. We will show that this condi-

with every locatorLZ;, also pre-loaded. Since the number of lo- tion is sufficient to secure our localization scheme against possible

cators deployed is relatively small, the storage requirement at theattacks.

sensor side is within the storage constraints (a totalLokeys).

For example, mica motes [28] have 128Kbytes of programmable 4, THREAT ANALYSIS

flash memory. Using 64-bit RC5 [29] symmetric keys and for a

network with 200 guards, a total af6Kbytes of memory is re-

quired to store all the symmetric pairwise keys of the node with

all the guards. In order to save storage space at the locator sid

(locators would have to storeV| keys), the pairwise key’Zi is

derived by a master ke 1, , using a pseudo-random function [30]

h and the unique sensdtl;: KX = hy, (Id;). Hence, given an

Id;, alocator can compute its pairwise key with a sensor whenever 4.1 The Wor mhole Attack

needed, without having to store any pairwise keys. Threat model: To mount a wormhole attack, an attacker initially

L ocator I.D au_thentlcatlon: The use of a shared symmetric key establishes a direct link between two points in the network. We
does not identify the source of the messages that each sensor hears

. o ; .. Will refer to the attacker’s link asormhole link Once the worm-

Hence, in the absence of additional security features, a malicious
sensor may impersonate multiple locators. To prevent sensors with
access to the shared kégp, from injecting false localization in-
formation into the network, we require sensors to authenticate the
source of the beaconsing collision-resistant hash functians

We use the following scheme based efficient one-way hash
chains[33], to provide locator ID authenticatibn Each locator
L; has a unique passwordl¥V;. The password is blinded with the
use of acollision-resistanthash function such as MD5 [17]. Due
to the collision resistance property, it is computationally infeasi-
ble for an attacker to find a valuBW,, such thatd (PW;) =
H(PW;), PW; # PWj. The hash sequence is generated using
the following equation:

In this Section we show that SeRLoc is resilient to severe types of
attacks such as the wormhole attack [3, 19, 20], the sybil attack [21,
2] and compromised sensofdote that our goal is not to prevent
he attacks that may be harmful in many network protocols, but to
allow sensors to determine their location, even in the presence of
such attacks.

hole link is established, the attacker eavesdrops messages at one
end of the link, referred as tharigin point, tunnels them through

the wormhole link and replays them at the other end, referred as the
destination point The wormhole attack is very difficult to detect,
since it can be launched without compromising any host, or the in-
tegrity and authenticity of the communication [3, 19, 20].

Existing solutions: The authors in [3] describe a solution for the
wormhole attack, based on geographical and temporal packet leashes.
The use of geographical leashes assumes known node location, and
hence is not adequate for securing a localization algorithm. The
use of temporal leashes requires all nodes to have tightly synchro-
nized clocks and demands computational power which, according
H°=PW;,, HH=HH""), i=1,---,n, to the authors, is beyond the capability of sensors [3]. The authors

. . o in [19, 37] propose a defense against wormholes based on measur-
with n being a large number and™ never revealed to any sen- g the time of flight of a message in a challenge-reply scheme.
sor. Each sensor is pre-loaded with a table containing the Id of gych a solution assumes that sensors are able to perform time mea-
each locator and the corresponding hash vaiti¢ PWV;). For a surements of nanosecond precision and hence, requires very accu-

2Hash chains have been widely used to authenticate the source of &&t€ clocks at each sensor. In addition, distance estimates based on
message in many applications including wireless ad hoc networkstime of flight are sensitive to distance enlargement errors.
[35, 36].
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Figure 3: (a) Wormhole attack: An attacker records beacons in area B, tunnels them via the wormhole link in area A and re-
broadcasts them. (b) Sector uniqueness. a sensor s cannot hear two sectors from the same locator. (¢) Communication range
violation: a sensor cannot hear two locatorsthat are more than 2R apart.

Wormhole attack against SeRLoc: In the case of SeRLoc, anat- by (3), i.e. ||s — Li|| < R,VL; € LH,. Hence, two locators
tacker records the beacons transmitted from locators at the originL;, L; € LH,, heard tos, cannot be more thaBR apart, i.e.
point and replays them at the destination point, thus providing false |L; — L;|| < 2R. If the sensor hears two locators for which the
information about the locators heard in a specific neighborhood. In communication constraint is violated, i.¢.L; — L;|| > 2R, it
Figure 3(a), an attacker records beacons at refiptunnels them detects that is under attack.

via the wormhole link in regioM and replays them, thus leading We now compute the detection probabili(CR) due to the
sensors to believe that it can hear locatofé, ~ Ls}. communication range violation property. Consider Figure 3(c),
where||s — O|| = 2R. If any two locators withinA,, A, have
Detecting wormholes: We now show how a sensor can detect a a distance larger th&R the attack is detected. Thoudgh(CR) is
wormhole attack using two properties of SeRLoc. not easily computed analytically, we can derive a lower bound on

1. Sector uniqueness propertlf:an attacker replays a transmis- P(CR) as follows: consider the event where there is at least one
sion of a locatorL; that is directly heard to senser the sensor locator in the shaded areh (the vertical lines definingl;, A;, are
can detect the attack using the sector uniqueness property. The atperpendicular to the line connectingO) and at least one locator in
tacked sensor will detect that it is infeasible to hear two sectors of the shaded ared;. If such an event occurs, thdjiL; — L;|| > 2R
a single locatot (replay of the same sector is of no use to the at- and the attack is detected. Hence,
tacker). The beacon df; directly heard to sensor will reach s

earlier than any replay, assuming that the locator transmits in all P(CR) = P(|Li - L;|| > 2R)

sectors simultaneously. In addition, the sensor will acquire the lat- > P(CR ﬂ(|LHAi| >0N|LHa;|>0)) (8)

est published value of the hash chainlgfthrough the direct link.

Hence, any replay containing an already published hash value will = P (CR|(|LHA71| > 00 |LHa;| > 0))

not be authenticated. P(|LH4,| > 0N |LHa,| > 0) 9)
In Figure 3(b),As denotes the area where locators heard to sen- = P(|LHa, >0|N|LHa, > 0]) (10)

sor s can reside (circle of radiuR centered at), A, denotes the _ - _
area where locators heard at the origin point of the attack can re- = (1= P(LHA[=0)(1 = P(ILHa,| =0)
side (circle of radiusk® centered a®) and A. denotes the common = (1- e*pLA"’)(l — e PLA ), (11)
aread. = As N A,. The detection probability’(SU) due to the
sector uniqueness property is equal to the probability that at least
one locator lies within an area of size. Using equation (2) from
Section 2.2,

where (8) follows from the fact that the probability of the inter-
section of two events is always less or equal to the probability of
one of the events, (9) follows from the definition of the conditional
probability, (10) follows from the fact that whebH 4, > 0 and
P(SU) = P(|[LHa,| >1) = 1- P(|[LHa,|=0) LHy4; > 0, we always have a communication range violation
| — o PA R (P (CRI|(|LHa4,| > 0N |LHa4,| > 0)) = 1), and (11) follows

’ from (2). It can be proven that the lower bound BAC' R) is max-
whereLH 4, denotes the set of locators heard by sensitrat lie imized whenA; = max;{A;} subject to the constraint; = A;.
inside areaA.. In Figure 4(a), we show the detection probability In Figure 4(b), we show the lower bound d(C'R), by setting
P(SU) for locator densitiegr,, for distanced) < ||s — O] < Aj = maxi{A;} > Ai = A;.

3R, normalized overR, and for £ = 10. We observe that if 3. Detection probabilityFy.;: By combining the two detection
|s — O|| > 2R, the sector uniqueness property cannot be used techniques, we compute a lower bound on the detection probability
to detect a wormhole attad?(SU) = 0). Pye of a wormhole attack as:

2. Communication range violation propertfvery locator di- Ps: = P(SUUCR)

rectly heard to a sensaris less thamR units away froms as stated

P(SU) + P(CR) — P(SU)P(CR)

3We treat multipath effects and imperfect sectorization as replay at- > (1—e Py 4 (1— e—nLAZ)2 _ (12)
tacks and execute the location resolution algorithm to be presented, - N At o
to determine the sensor location. (1 —e PERe)(1 — e PL )=, (13)
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Figure 4: Wormbhole detection probability for § = 10 based on, (a) sector uniqueness: P(SU), (b) communication range violation,
alower bound on P(C'R). (c) Wormhole detection probability Pg.: (Z axisrangesfrom [0.9, 1]). (d) Probability that all sensorshave
a bi-directional link with at least one locator for » = 4. G denotesthe antenna directivity.

where (12), follows from the fact thad., A7, A; do not overlap, numberq. The sequence number indicates the reverse order by

and (13) follows from (7), (11). In Figure 4(c), we show the lower which the encrypted messages are transmitted. The first message

bound onPy.: for R € [0,4R], based on (13). For values of has a sequence numbger= k — 1, while the last message has a

R > 4R, Pj. = Pst(4R), sinceA; = A; = 7wR?. Note sequence number = 0. Locators that hear the sensor's message,

that the lowest detection probability &;.; > 99.48%, attained wait for aq x Ts time before they reply with the noneg.

atpr, = 0.01. From Figure 4(c), we observe that a wormhole at- By adding transmission delay at the locator side, we compare

tack is detected with a probability very close to unity. messages transmitted at different times only based on their round-
trip time, without using any high accurate clocks to measure time

Location resolution algorithm: Although a wormhole can be de-  of flight *.

tected using one of the two detection mechanisms, it creates loca-

tion ambiguity to the sensor. To resolve the location ambiguity a L, nonce2 [ reply2 | |Is-L, |l > [Is-L,|l
sek?so(r unde)r attack executes thgach to Closer Locator Algo- nonce 1 [nonce 2 | [reply 2 [reply1
rithm (ACLA).

Assume that a sensor authenticates a set of locdtéfs but —OT=Tg)
detects that it is under attack. Initially, the sensor computes the L' nonce 1 | reply1 |
rectangleA defined by the intersection of the lines in (4). The sen- }
sor places a point grid withirl and performs the grid point testto ~ Timee———--- T T TN Tom T° @*"""ffﬁ
acquire the grid score table (Step 2 of SeRLoc). Then, using the s P SR ) o)® ¥ @

grid score table, it identifies disjoint regiot3; that score higher *

than a thresholdh. The threshold# is a design parameter deter-  Figure5: T, denotestransmission time, T, (i) denotesthe prop-

mined in relation to the locator density.. For all regionsD; the agation time of onebit for L;, Trep(i) denotesthereply timefor
sensor computes th€oG; and identifies the locators; € LH, L; and T,,(i) denotes the arrival time of reply T;..,(i). Since
closest to eacl'oG;. For eachL; the sensor encrypts a nongg s — Li|| > ||s — Lal|, Tur (1) > Tur(2).

with the pairwise keyKZ:, concatenates itéd, and buffers the

message. Once, all messages have been created, the sensor broad]n Figure 5, we assume that for the two locatdrs Lo, ||s —

casts th%m s_(?_querrl]tlallly an(;av:/alts for tr_lebflrs:]auft_hentlc Ireply.dThe Li| > ||s — Lo|| and henceT;, (1) > T,(2) whereT, (i) denotes

Zensor_l ent '?St e o;%t G:’,C?SheSt to_|tn[3)/lt T rstreply, and e propagation time for one bit to arrive fronat locatorL; . If the
etermines its location &so(:; of the regionl);, closest tal;. sensor starts transmitting the nonces at tifne 0, noncern with

Attach to Closer Locator Algorithm (ACLA) sequence _numbe[ =1 arrives atL, at timeTs + T, (1), while
noncer. with ¢ = 0 arrives atl, at time27 + 7,(2). LocatorL,
1. A: {X > Xoin, X < Xoaz, Y > Yiin, Y < Yias}. v_vaits forqTs = Ts time before_replying, _thu_s starti_ng its reply at
2. Place a point grid itd and execute the grid score test. time Trep (1) = 2T+ T, (1), while L replies immediately at time
3. ComputeC'oG; V D; with score> th. Trep(2) = 2T +T,(2), whereT’., (i) is the time wherL; replies.
4.¥ D;,find L* € LH, SinceT, (1) > Tp(2), it follows thatTc, (1) > Trep(2). Hence,
L =min||L; — CoGsl|. using our delay scheme the closest locator will always reply first in-
5.V L, broadcas{n;||q} o+ ||Ids. dependent on the transmission sequence of the nonces. In addition,
L . Kot ) since the closest locator replies firstit is guaranteed that its message
6. ldentify L} L that/replles flrst_ with the correct nonce. will arrive ats first with a time difference 02(7},(1) — T,,(2)) (we
7. Sensor locationC'oG; of the region corresponding t. ignore any processing time which is equal to both locators). Note

that if L is heard tos through a direct link and,; is heard through
Note that in Step 5 of ACLA, the messages sent to different loca- awormhole link T (1) > T3 (2).
tors have a time difference up (6 —1)7;, whereT’s isthe message  4ngte that we have assumed that locators are trusted and have not
transmission time andl is the total number of messages transmit- heen compromised by the attacker. In case of locator compromise
ted. To account for the time difference we propose the following a more elaborate algorithm involving multiple locators and a ma-
enhancement. The sensor attaches to each message a sequerjo#ity vote scheme can be employed at the expense of algorithmic
complexity and higher number of locators needed.
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To execute ACLA, a sensor must be able to communicate bi- examine three popular schemes, Dv-hop [9], Amorphous localiza-
directionally with at least one locator. The probabilfy_.;, of a tion [7] and APIT [6]
sensor having a bi-directional link with at least one locator can be
computed as : 5.1 Dv-hop and Amorphous localization

0 2 In Dv-hop [9], following a strategy similar to distance vector
Pop=1—ermer, (14) routing, each node discovers the shortest path in number of hops to
every other node. Reference points compute the average length of
one hop, based on the hop count to other reference points, and flood
the network with the hop estimate. Nodes use the hop size estimate
and the number of hops to compute their distance to at least three
reference points and perform triangulation to determine their loca-
In Figure 4(d), we plotP,; vs. the locator density;, and the tion. Amorphous localization [7] employs a similar strategy with
antenna directivity, for £ = 10. From (15), we can properly ~ the exception of computing the average hop size offline through
choosepr,, G, r, so as every sensor has a bi-directional link with an approximate formula [38]. Dv-hop and Amorphous localization
at least one locator with probability very close to unity, and hence,
resolve any location ambiguity.

4.2 Sybil Attack and Compromised Sensors
Threat model: In the sybil attack [21,22] an attacker impersonates ,&/
2

The probabilityP,4 thatall sensors can bi-directionally communi-
cate with at least one locator is:

2
Py = (1— e P67 )INL (15)

O L ocator © Anchor
® Sensor

multiple network entities by assuming their identities. Unlike the
wormhole attack, in the sybil attack model the attacker is able to

compromise the communication (gain access to the cryptographic | % % % Positive APIT test :
quantities usually be compromising network entities), obtain multi- dy Sensor insidethetriangle
ple node identities and insert bogus information into the network. A (a) (b)

solution for the sybil attack for WSN was recently proposed in [22].
Figure 6: (a) Dv-hop, Amorphous localization (b) APIT local-
Sybil attack against SeRLoc In SeRLoc, sensors do not rely on  jzation test.
other sensors to compute their location. Hence, an attacker has no . . )
incentive to assume sensor identities. Similarly compromised sen-face the same security threats as any distance vector routing pro-

sors cannot directly impact the localization. An attacker can only [©0C0l- Attacks against the distance vector routing protocols in a
affect the localization mechanism, if it successfully impersonates Wireless ad hoc network have been documented in [19, 35, 39, 40].

several locators. As an example, consider a wormhole link between nedesd

To impersonate locators, an attacker has to compromise the globaj7 Of Figure 6(a). Botfs; ands; will assume false number of hops
key Ko used by locators to transmit beacons. Otigehas been (two) to reference pointd1, L3, respectively. In additionf.., L3
compromised, the attacker can obtain published values of the hasiVill make an incorrect estimate on the average hop size, when they
chains of the locators it hears. Since the sensor always has the latetcduire false hop count measurements. Nedes, will compute a
published values from the locators that it can directly hear, an at- Much smaller distance to reference poihts L and triangulation
tacker can only impersonate locators that are not directly heard byWill Provide a highly inaccurate position estimate.
the sensor under attack. Using the acquired hash values not hear . .
at the sensor under attack, the attacker can impersonate multiple>-2 APIT Localization
locators, and create arbitrary beacon messages. In APIT localization [6], a sensor relies on neighbor sensor infor-

mation to determine if it is located inside or outside a virtual trian-
Defense against the sybil attack: Though we do not provide any  gle defined by three reference points called anchors. For example,
mechanism to prevent an attacker from impersonating locators (ex-in Figure 6(b), sensor measures the power to three anchdrss,
cept for the ones directly heard to a sensor), we can still determineC, and also gathers the measurements of all neighboring sensors
the position of the sensor in the presence of a sybil attack, as longl ~ 4. If no neighbor ofs is further from/closer (according to the
as the pairwise keys between the locators and sensors are not conmpower measurements) to all three anchdrd3, C' simultaneously,
promised. The sensor will detect ambiguity between its actual lo- s assumes that it is inside the triangleA BC. Otherwise,s as-
cation and the location(s) indicated by the impersonated locators.sumes it is outsid&\ ABC'. The sensos repeats the APIT test for
Using thelocation resolution algorithnpresented in the wormhole  all 3-tuples of anchors heard, and estimates its position as the cen-
attack, the sensor can determine its actual location, since the closester of gravity of the overlapping region of the triangles for which
locator to its actual position, will always reply first. The attacker the APIT test was positive (The sensor was inside the triangle).
has no way to decrypt the nonce, encrypted with the pairwise key, Assume a wormhole link betweenand node 5. Node five is
or encrypt any kind of reply. Hence, the sensor will successfully further from all three anchord,B,C' and hence, the APIT test will
compute its location, assuming that locators are not compromised. indicate thes is outsideAABC. In another attack a malicious
sensor can fail an arbitrary number of APIT tests for its neighbors,

5. THREATSON EXISTING LOCALIZA- by advertising false power levels and hence, critically increase the
' localization error.
TION SCHEMES From our examples it becomes evident that localization schemes

We now provide examples of exploitation of the vulnerabilities need to be enhanced with security mechanisms to ensure the cor-
of state-of-the-art range-independent localization schemes, that leadect location determination in the presence of adversaries.
to incorrect location computation. Vulnerabilities for range-dependent
schemes have been presented in [18]. Due to space limitation we
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Figure 7: (a) Average localization error LE vs. average number of locators heard LH for a network of |N| = 5,000 and locator-to-
sensor ratio £ = 10. (b) LE vs. LH for different number of antenna sectors. (c). LE vs. sector error SE for different number of
locators heard LH.
6. RELATED WORK 7.1 Simulation Setup
Localization schemes can be classified to range-dependent and We randomly distributed 5,000 sensors within a 100x100 rectan-
range-independent based schemes. In range-dependent schemeagjlar area. We also randomly placed locators within the same area
nodes determine their location based on distance or angle estimateand computed the average localization error as:
to some reference points with known coordinates. Such estimates
may be acquired through different methods such as time of ar- TE- L 3 i — sill
rival (TOA) [15, 25], time difference of arrival (TDOA) [11, 13], |N| - T ’
angle of arrival (AOA) [10], or received signal strength indicator
(RSSI) [12]. Attacks and countermeasures for range-dependentwhere N is the set of sensors; is the sensor estimated position,
schemes have been presented in [18]. To the best of our knowledgss; is the real position and is the sensor communication range.
no prior research has been presented in securing range-independent
schemes. Due to space limitation, we focus on range-independent7.2 L ocalization Error vs. Locators heard
schemes, since SeRLoc belongs to that category. _Inour first experiment, we investigated the impact of the average
In the range-independent localization schemes, nodes determing, ,mper of locators hear® I in the localization error. In order
their location without use of time, angle, or power measurements. provide a fair comparison of SeRLoc with other methods, we
Nodes depend on beacons, or connectivity information to compute o rmalizeL I for SeRLoc by multiplyingLH with the number of
their location. We already presented DV-hop [9], amorphous local- ¢actors used. Hence, for example, wHeH = 9, with SeRLoc
ization [7], and APIT [6] in Section 5. In [8], the authors propose sing three sectors, every sensor hears on average three locators.
Centroid an outdoor localization scheme, where reference points In Figure 7(a), we show th&E vs. LH with SeRLoc using
broadcast beacons with their coordinates. Nodes estimate their poipree sectors and — 10. We observe that SeRLoc is superior to
sition as the centroid of the locations of all the reference points all other range-inrdependent algorithms compared. Note that SeR-
that they hear. Centroid has a very simple implementation and Iow | 5 achieves a localization error of5r, with very few locators
communication cost. However, it results in a crude approximation (LH = 12 which is equivalent to four locators with 3-sectored
of node location. . o antennas). From equation (1) in Section 2.2, we can calculate the
Two methods have been proposed that utilize connectivity infor- locator density required to achieve a speclil as p, — LI
mation to determine the node location. In [14], the authors formu- y red T P L As
late a semi-definite program, based on the connectivity constraintsFor exa4mp|e to achieve ¥ = 0.5r, we need a locator density of
and obtain the optimal position estimates that satisfy all constraints. L = 7xrz = 0.0032 (R = 20).
In [16] the authors use multidimensional scaling to acquire an ar-
bitrary rotation of the network topology. If three nodes know their 7.3 L ocalization Error vs. Antenna Sectors
location, the network topology can be mapped to the absolute node  |n our second experiment, we examined the impact of the num-
IOcatiOI’l. BOth SChemes in [14, 16], require Centralized Computation ber Of antenna sectorg on ’[he average |0caliza’[i0n errﬁ_lE_ In
and hence are not used for comparison in the performance evaluagigyre 7(b), we show thé £ vs. H, for different number of an-
tion. tenna sectors. We can observe thatliégf = 3 the LE is compara-
ble for all values ofMf. However, as the value @fH increases, the
LE decreases more rapidly for higher number of antenna sectors,

7. PERFORMANCE EVALUATION

In this section we compare the performance of SeRLoc with
state-of-the-art localization techniques, namely Dv-Hop [9], Amor-
phous localization [7], Centroid localization [8], APIT [6] and its
theoretical ideal version PIT [6]. We show that SeRLoc has su-
perior performance in localization error and requires significantly

due to the fact that the overlapping region becomes smaller when
the antenna sectors become narrower.

The gain in the localization accuracy, comes at the expense of
hardware complexity at the locator, since more complex antenna
designs have to be employed to generate the sectoring. Addition-
ally, errors in the estimation of the antenna sector where a sensor is

fewer resources than other methods. We also show that SeRLoc isncluded, become more frequent, since more sensors are located at
robust against both error in the locators’ coordinates and estimationthe boundary between two sectors.

of the antenna sector that includes the sensors.
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Figure8: (a) Averagelocalization error LE vs. sector error SE for different number of antenna sectorsfor anetwork of | N| = 5,000
and % = 10. (b) LE vs. locator GPSerror in unitsof r for different average number of locatorsheard LH. (c) Communication cost
vs. LH, for a network of 200 sensors.

7.4 Localization Error vs. Sector Error impact of the error in the locators’ position, ¥, we induced

Sensors may be located close to the boundary of two sectors of2 GPS error¢PSE) to every locator of the network. A value of
a locator, or be deployed in a region with high multipath effects. GPSE = r means that every locator was randomly placed at a
In such a case, a sensor may falsely assume that it is located ir¢ircle of radius- centered at the locator’s actual position.
another sector, than the actual sector that includes it. We refer to [N Figure 8(b), we show the average localization efrérvs. the

this phenomenon as sector err§) and define it as: GPSE in units ofr, for varying number of. H when locators use
) 8-sector antennas. We can observe that even for large GP&Hthe
g — #of sectors falsely estimated a7 does not grow larger than2r. For example, wheGPSE = 1.8r

LH

A sector error of 0.5 indicates thaverysensor falsely estimated
the sectors of half the locators heard. In Figure 7(c), we show the
LE vs. theSE for different values oL H, and 8-sector antennas.
We observe that th& E does not grow significantly large (larger
than the sensor communication rangeuntil a fraction of 0.7 of

the sectors are falsely estimated.

SeRLoc algorithm is resilient to sector error due to the majority 7.6  Communication Cost vs. L ocators Heard
vote scheme employed in the determination of the overlapping re- In this section we analyse the communication cost of SeRLoc

gion. Even if a significant fraction of sectors are falsely estimated, o L L
these sectors do not overlap in the same network area and hencéjlnd compare it with the communication cost of the existing range-
ihndependent localization algorithms. In Figure 8(c), we show the

score low in the grid-sector test (Step 3 of SeRLoc). o . . -
Note that the for F > 0.7, LE increases Wit 7. When the communication cost in number of transmitted messagedvg,

. . when 200 sensors are randomly deployed.
SE grows beyond a threshold, the falsely estimated sectors domi-"W o .
nate in the location determination. AsH grows, the falsely esti- We observe that DV-hop and Amorphous localization, have sig-

mated overlapping region, shrinks due to more overlapping sectors.n'f'cantly higher communication cost compared to all other algo-

Hence the center of gravity that defines the sensor estimated |0ca_rithms, due to the flood-based approach for the beacon propaga-

tion gets further apart than the actual sensor location. tlpn. T{1e clertltrmd S(_:theme,t?as theflowest cohrrllmu?lca:tloln HCPI (th
In Figure 8(a), we show thBE vs. SE for LH — 10 and vary- since it only transmits one beacon from each locator to localize the

sensor. APIT requirefl| + |N| beacons to localize the sensors,
while SeRLoc require§M L| number of beacons, whetk is the

andLH = 3, LE = 1.1r. According to Figure 7(a), Dv-hop
and amorphous localization requiféd = 5 to achieve the same
performance in complete absence(éP S E, while APIT requires

LH = 12 to reduce theLE = 1.17, with no GPSE induced in
the locators’ positions. Note that once tG&°SE error becomes
significantly large (ovet .6r) an increase i H does not improve
the accuracy of the position estimation.

ing number of antenna sectors. We can observe that the narrowe

the antenna sector the smaller th&, even in the presence of sec- .

tor error. For a smalb E the overlapping region is dominated by set of locatars and/ IS the number of antenna Sectors. .

the correctly estimated sectors and hence, shrinks with increasing Under the assumption that the number of sensors is much higher

antenna sectors. For large the overlapping region is dominated than the _nur_nber of Iocator$|,N| > |L)), SeRch has a smaller

by the falsely estimated sectors and hence, an increas& idoes communication than APIT, since SeRL_oc 1S mdepende_nt of the

not improve the localization accuracy. numt_)er _of sensors deployed. In addition, SeRLoc achlgves low
Summarizing our findings for the sector error, we note that SeR- localization error for smaller val_ues @fH, and hence requires a

Loc is resilient to sector error due to the majority vote mechanism smaller number of reference points.

employed in the overlapping region determination. When the sec-

tor error becomes very large, most of the sector estimations are in8. CONCLUSION

error. Hence, an increase in the number of locators heard , or num- e addressed the problem of secure localization in WSN. We

ber of antenna sectors does not decrease the localization error.  proposed a range-independent, decentralized, localization scheme

. . called SeRLoc, that allows sensors to determine their location in

7.5 Localization Error vs. GPSError an un-trusted environment with the assistance of a small number
GPS, or any alternative localization scheme used to provide lo- of trusted entities. We showed how the security mechanisms of

cators with their location, may have limited accuracy. To study the SeRLoc combined with its inherent geometric properties, can pro-
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vide accurate location estimation even in the presence of severg18] S.Capkun, J. Hubaux, Secure Positioning in Sensor

security threats in WSN, such as the wormhole and sybil attack.
For the wormhole attack, we provided an analytical evaluation of

Networks, Technical report EPFL/IC/200444, available at,
http://www.terminodes.org/ micsPublications.php.

the probability of success against SeRLoc. Our simulation stud- [19] S.Capkun, L. Buttyan, J. Hubaux, SECTOR: Secure

ies showed that SeRLoc localizes sensors with higher accuracy
than state-of-the-art range-independent localization schemes, while

Tracking of Node Encounters in Multi-hop Wireless
Networks, inProc. of SASN 20Q3F-airfax, Virginia, October
2003.

requiring fewer reference points and lower communication cost. [20] P. Papadimitratos and Z. J. Haas, Secure Routing for Mobile

Moreover, our simulation showed that SeRLoc is resilient to sources

Ad Hoc Networks, inProc. of CNDS 2002January 2002.

of error such as error in the location of the reference points as well [21] J. Douceur, The Sybil Attack, IRroc of IPTPS 2002,

as error in the sector determination.
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