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Abstract

This document specifies the minimum functional requirements and scope for ESS Mesh Networking mechanisms to be defined by 802.11 TGs. 
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2 Introduction

Document Purpose

This document specifies the minimum functional requirements that must be addressed by the first draft specification of IEEE 802.11 Task Group s.  
· 
· 
· 
· 
It also defines the scope of the efforts undertaken by TGs.  It indicates which aspects of standards developed will, or will not, be addressed by TGs.

This document is a working document that presents a “best estimate” summary for the minimum functional requirements and scope of TGs, but which will also evolve and be updated as the TGs effort progresses.
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4 
4.1 

4.2 

4.3 





5 Categories for Organization of Functional Requirements and Scope 

The following table includes a list of system functional categories that are relevant for IEEE 802.11s ESS Mesh Networking, and will be covered by the functional requirements and scope descriptions in this document.   

	Number
	Functional Category Label
	Functional Category Description

	FC1
	TOPO_RT_FWD
	Mesh Topology Learning, Routing, and Forwarding 

	FC2
	SECURITY
	Mesh Security  

	FC3
	MEAS
	Mesh Measurement  

	FC4
	DISC_ASSOC
	Mesh Discovery and Association 

	FC5
	MAC
	Mesh Medium Access Coordination  

	FC6
	DSS_CMP
	Compatibility to 802.11 Distribution System Services (DSS)  

	FC7
	INTRWRK
	Mesh Interworking

	FC8
	RFCTL_MGMT
	Mesh RF Resource Control and Management 


Table 1: Functional Categories for TGs 

6 

	
	
	
	

	
	

	

	

	· 
· 

	
	

	

	
	· 

	
	
	

	

	· 
· 

	
	
	

	
	· 

	
	
	

	

	· 
· 

	
	
	

	
	· 

	
	
	

	
	· 

	
	
	

	
	· 

	
	
	

	
	· 



	
	

	
	
	· 

	
	
	· 




 
7 

	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	



	






8 Minimum Functional Requirements
The following table defines the minimum functional requirements that must be addressed by the first draft specification of IEEE 802.11 Task Group s.  A proposal submitted for consideration to 802.11 TGs and declared to be complete is required to meet the functional requirements defined in this table.  A partial proposal may meet some of the requirements stated here.   

	Number
	Category
	Name
	Requirement
	Notes (informative)

	FR1
	TOPO_RT_FWD
	Mesh Topology Discovery
	The proposal shall enable automatic topology learning, including the status and quality of mesh links between Mesh APs and Mesh Points.
	

	FR2
	TOPO_RT_FWD
	Mesh Routing Protocol
	At least one layer-2 protocol and algorithm shall be defined for dynamic auto-configuration of layer-2 data delivery paths between Mesh APs and Mesh Points over 802.11 wireless links (including across multiple wireless hops).
	

	FR3
	TOPO_RT_FWD
	Mesh Broadcast Data Delivery
	The proposal shall enable layer-2 broadcast/multicast data delivery across the ESS Mesh.
	

	FR4
	TOPO_RT_FWD
	Mesh Unicast Data Delivery
	The proposal shall enable layer-2 unicast data delivery across the ESS Mesh.
	

	FR5
	TOPO_RT_FWD
	Extensible Mesh Routing Architecture
	The proposal shall define an architecture and protocol to allow for alternative path selection metrics and/or protocols based on application requirements.
	

	FR6
	TOPO_RT_FWD
	Support for Single and Multiple Radios
	The proposal shall allow the use of one or more IEEE 802.11 radios on Mesh APs and Mesh Points.
	

	FR7
	SECURITY
	Mesh Security
	The proposal shall utilize IEEE 802.11i security mechanisms, or an extension thereof, for the purpose of securing an ESS Mesh in which all of the Mesh APs and Mesh Points are controlled by a single logical administrative entity for security.
	

	FR8
	MEAS
	Radio-Aware Routing Metrics
	At least one radio-aware routing metric shall be defined for use by the mesh routing protocol(s).
	

	FR9
	DISC_ASSOC
	Discovery and Association with an ESS Mesh
	The proposal shall allow Mesh APs and Mesh Points to discover and associate with an ESS Mesh network.
	

	FR10
	MAC
	Amendment to MAC with no PHY changes required
	The proposal shall not require modification to the 802.11 physical layer.
	

	FR11
	DSS_CMP
	Backwards compatibility with legacy BSS and STA
	The proposal shall not require modification to the STA’s relationship with the BSS and ESS.
	

	FR12
	INTRWRK
	Compatibility with higher-layer protocols
	An IEEE 802.11 ESS Mesh Network shall appear to higher layers as a current style IEEE 802 LAN.
	An ESS Mesh network should be able to connect with other IEEE 802 LANs using IEEE 802.1D and should be compatible with IP.

	FR13
	PAR
	Compliance to PAR
	The proposal shall comply with all mandatory requirements of the TGs PAR.
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


Table 2: Minimum Functional Requirements for TGs 

9 Scope Clarification Organized by Functional Categories
 for TGs 

This document defines the scope of the efforts undertaken by TGs.   It indicates which aspects of standards develop are or are not considered by the TGs effort as follows:

· In-scope – aspects that will be considered, addressed, or affected by TGs

· Out-of-scope – aspects that will not be considered or addressed by TGs

· Unaffected – aspects that may co-exist with TGs, but will be unaffected, or essentially preserved, by TGs

· To-be-determined – aspects which are, as yet, TBD (to-be-determined) with respect to TGs

The focus of this section is to clarify the areas of functionality that will or will not be considered by TGs.  This is intended to provide additional informative guidelines for proposals.  This section does not attempt to further prioritize the “in-scope” functions.  Labeling of individual features as mandatory or optional will be done as a later step.

9.1 Mesh Topology Learning, Routing, and Forwarding (TOPO_RT_FWD)
The following captures the scope of ESS Mesh multi-hop routing and frame forwarding support to be considered by TGs:

[Editor Note: More info is expected to be provided by the Routing ad-hoc team.]

	Functionality Applicability
	Notes (Informative)

	In-scope
	
	

	TOPO_RT_FWD_SCP1
	· Mesh topology discovery, including MP and MAP neighbor discovery within an ESS Mesh
	· 

	
	· Layer2 mesh routing protocols and algorithms
	· 

	
	· Layer2 mesh broadcast/multicast and unicast data delivery
	· 

	
	· Architecture to support alternative routing protocols and metrics
	· 

	
	· Mesh routing with single-radio devices
	· 

	
	· Mesh routing with multiple-radio devices
	· 

	
	· Routing topology synchronization 
	· 

	
	· 
	· 

	
	· Use of radio-aware route selection metrics 
	· 

	
	· QoS-based route selection
	· 

	
	· Proactive routing
	· 

	
	· On-demand routing
	· 

	
	· Hybrid routing
	· 

	
	· MP and MAP neighbor discovery within an ESS Mesh via passive scanning 
	· 

	
	· MP and MAP neighbor discovery within an ESS Mesh via active scanning
	· 

	
	· Peer-to-peer mesh link adjacency
	· 

	Unaffected
	
	

	
	
	· 

	To-be-determined 
	
	

	
	
	· 

	Out-of-scope
	
	

	
	· Layer-3 mesh routing protocols
	· 


9.2 Mesh Security (SECURITY)
The following captures the scope of system security functions to be considered by the TGs:
[Editor Note: More info is expected to be provided by the Security ad-hoc team.]

	Functionality Applicability
	Notes (Informative)

	In-scope
	
	

	SECURITY_SCP1
	· Secure association of Mesh Points and Mesh APs to an ESS Mesh
	· 

	
	· Securing an ESS Mesh in which all of the MPs and MAPs are controlled by a single logical administrative entity for security.
	· 

	
	· Secure data message exchange between MPs and MAPs over mesh links
	· 

	
	· Secure management message exchange between MPs and MAPs over mesh links
	· 

	
	· Secure topology and routing information exchange between MPs and MAPs over mesh links
	· 

	
	· Centralized key distribution
	· 

	
	· Distributed key distribution
	· 

	
	· Hybrid key distribution
	· Mix of centralized and distributed key management

	
	· Static key support
	· 

	
	· Dynamic key support
	· 

	
	· Extension of IEEE 802.11i security mechanisms for mesh
	· 

	
	· 
	· 

	
	· 
	· 

	
	· 
	· 

	Unaffected
	
	

	
	
	· 

	To-be-determined 
	
	

	
	
	· 

	Out-of-scope
	
	

	
	· Securing an ESS Mesh in which all of the MPs and MAPs are not controlled by a single logical administrative entity for security
	· 

	
	· DOS attack
	· 

	
	· Rogue MP detection 
	· 

	
	· 

	· 


9.3 Mesh Measurement (MEAS)
The following captures the scope of mesh measurement functions to be considered by the TGs:

	Functionality Applicability
	Notes (Informative)

	In-scope
	
	

	MEAS_SCP1
	· Specification of radio-aware metrics for use by mesh routing protocols
	· 

	
	· Specification of radio-aware metrics for use by mesh medium access coordination
	· 

	
	· Mesh link quality measurements
	· 

	
	· Mesh path quality measurements
	· 

	Unaffected
	
	

	
	
	· 

	To-be-determined 
	
	

	
	
	· 

	Out-of-scope
	
	

	
	· Legacy STA measurements (e.g. 802.11k AP-STA measurements)
	· 

	
	· 
	· 

	
	· 
	· 


9.4 Mesh Discovery and Association (DISC_ASSOC)  
The following captures the scope of MP and MAP discovery of ESS Mesh networks and subsequent association with an ESS Mesh network to be considered by TGs:
	Functionality Applicability
	Notes (Informative)

	In-scope
	
	

	DISC_ASSOC_SCP1
	· Protocols to allow MPs and MAPs to discover ESS Mesh networks
	· 

	
	· Protocols to allow MPs and MAPs to associate with ESS Mesh networks
	· 

	
	· Protocols to allow MPs and MAPs to associate with other MPs and MAPs within an ESS Mesh
	· 

	
	· 
	· 

	
	· 
	· 

	
	· 
	· 

	
	· 
	· 

	Unaffected
	
	

	
	
	· 

	To-be-determined 
	
	

	
	
	· 

	Out-of-scope
	
	

	
	· 
	· 

	
	· 
	· 


9.5 Mesh Medium Access Coordination (MAC) 
The following captures the scope of mesh medium access coordination support to be considered by TGs:

[Editor Note: More info is expected to be provided by the MAC Coordination ad-hoc team.]

	Functionality Applicability
	Notes (Informative)

	In-scope
	
	

	 MAC_SCP1
	· Mitigate performance degradation caused by hidden nodes
	· 

	
	· Mitigate performance degradation caused by exposed nodes
	· 

	
	· Mitigate performance degradation caused by multi-hop message forwarding
	· 

	
	· Flow control over multi-hop paths to avoid performance degradation caused by local congestion.
	· 

	
	· Scheduling across multiple nodes to achieve higher throughput and lower delay in the multi-hop network.
	· 

	
	· Traffic prioritization within an ESS Mesh
	· 

	
	· Enhancements to make the MAC work well across a range of different network size, usage model, etc.
	· 

	
	· Peer-to-peer mesh link communication coordination
	· 

	Unaffected
	
	

	
	
	· 

	To-be-determined 
	
	

	
	· Determine if a particular flow can be admitted into the network based on the availability of the bandwidth resource and existing usages.
	· 

	Out-of-scope
	
	

	
	· Modifications to 802.11 physical layer
	· 

	
	· MAC extension to support the use of dynamic directional antenna.
	· Likely requires high complexity, e.g. TDMA scheduling to know when a neighbor’s antenna is pointed at a node.



· 
· 
· 
· 
9.6 

	
	
	

	
	
	
	

	
	
	· 
· 
	· 

	
	
	
	

	
	
	· 
	· 

	
	
	
	

	
	
	· 
	· 

	
	
	
	

	
	
	· 
· 
	· 


Compatibility to 
9.7 802.11 Distributoin System Services (DSS_CMP)
The following captures the scope of 802.11s service integration to be considered by TGs:

	Functionality Applicability
	Notes (Informative)

	In-scope
	
	

	DSS_CMP_SCP1
	· Mesh Point DS Services (DSS) Integration
	· Ensure an ESS implemented with an ESS Mesh can continue to support distribution service, integration service, association service, re-association service, disassociation service in infrastructure mode to enable unicast, multicast and broadcast data delivery for the associated STAs
· 

	Unaffected
	
	

	
	
	· 

	To-be-determined 
	
	

	
	
	· 

	Out-of-scope
	
	

	
	· 802.11 BSS functionality
	· 

	
	· 802.11e DLP
	· DLP is defined within a BSS
· 


9.8 Mesh Interworking (INTRWRK)
The following captures the scope of interworking functions to be considered by TGs:

	Functionality Applicability
	Notes (Informative)

	In-scope
	
	

	 INTRWRK_SCP1
	· Compatibility with higher layer protocols
	· 

	
	· Interfacing an ESS Mesh with other IEEE 802 LANs 
	· 

	
	· Support for interfacing an ESS Mesh with other IEEE 802 LANs using 802.1D
	· E.g. something along the lines of 802.17 Annex F

	
	· 
	· 

	
	· 
	· 

	
	· 
	· 

	
	· 
	· 

	
	· 
	· 

	Unaffected
	
	

	
	
	· 

	To-be-determined 
	
	

	
	
	· 

	Out-of-scope
	
	

	
	· 
	· 

	
	· 
	· 

	
	· 
	· 


9.9 Mesh RF Resource Control and Management (RFCTL_MGMT)  
The following captures the scope of RF resource control and management to to be considred by TGs:

	Functionality Applicability
	Notes (Informative)

	In-scope
	
	

	RFCTL_MGMT_SCP1
	· Interfaces to support 802.11h DFS compliancy
	· Must enable compliance to the existing 802.11h DFS requirements 

	
	· Interfaces and parameter exchange to enable RF auto configuration support
	Support the following parameters exchange over the mesh link between MPs

· parameters exchange to support Tx power control 

· parameters exchange to support channel and antenna selection to minimize interference and to maximize coverage and throughput 

	
	· 
	· 
· 
· 

	
	· 
	· 

	Unaffected
	
	

	
	
	· 

	To-be-determined 
	
	

	
	· Algorithm to determine the channel selection
	· At a minimum, should TGs include an informative section on how to achieve coalescence of a mesh to a common channel to enable interoperability?
· 

	
	· Algorithm to control the Tx power level
	· 

	Out-of-scope
	
	

	
	· Algorithms to steer directional antennas.
	· 

	
	· 
	· 

	
	· Alogorithm to control RF rate adaptation 
	· Rate adaptation algorithm is implementation dependent 

	
	· IP address assignment
	· 

	
	· 
	· 

	
	· 
	· 

	
	· 
	· 

	
	· 
	· 


9.10 

	
	
	

	
	
	
	

	
	
	· 
	· 

	
	
	· 
	· 

	
	
	· 
	· 
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	· 

	
	
	
	

	
	
	· 
	· 

	
	
	· 
	· 

	
	
	· 
	· 
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	· 
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	· 
	· 

	
	
	· 
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	· 
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	· 
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	· 
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	· 
	· 

	
	
	· 
	· 
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	· 
	· 

	
	
	· 
	· 

	
	
	· 
	· 

	
	
	· 
	· 

	
	
	
	

	
	
	· 
	· 

	
	
	
	

	
	
	· 
	· 

	
	
	
	

	
	
	· 
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APPENDIX- A
A.1 Key Highlevel Requirements Derived from PAR and Others

The following table explains the key highlevel requirements of the TGs scope, in terms of technical and other considerations, that are derived from the IEEE 802.11 TGs PAR and also cross reference to the Five Criteria as well as to the 802.11 standards.  The information of these tables are used as the basis to derive the key highlevel technical requirements of the scope that is used to develop the draft 802.11 amendments for ESS Mesh networking specification by TGs.   The figure below is to capture the considerations of the scope that needs to be addressed by the TGs. 

	Key Highlevel Technical Requirements
	PAR
	5 Criteria
	Reference Details 

	T.1
	Compatibility with 802.11 Distribution System Service (DSS) 

- An ESS Mesh is functionally equivalent to a wired ESS, with respect to the STAs relationship with the BSS and ESS. 
	
[image: image13.png]



	
[image: image14.png]



	· Refer to 6.2 Compatibility section in 11-04/056 (Five Criteria) 

· Refer to 18. Additional Explanatory Notes section in 11-04/054 (PAR)

	T.2
	Enable automatic topology learning and dynamic path configuration to support self-configuring multihop topology. 

- The amendment shall be extensible to allow for alternative path selection metrics and/or protocols based on application requirements
	
[image: image15.png]



	
	· Refer to 18. Additional Explanatory Notes section in 11-04/054 (PAR)

	T.3
	Radio-awareness metrics to support self-configuring topology discovery and multi-hop routing.
	
[image: image16.png]
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	· Refer to 6.3.a Distinct Identity section in 11-04/056 (Five Criteria)

· Refer to 18. Additional Explanatory Notes section in 11-04/054 (PAR)

	T.4
	Support broadcast/multicast and unicast delivery at the MAC layer to the end user via multi-hop forwarding 
	
[image: image18.png]



	
	· Refer to 12. Scope of Proposed Project, 13. Purpose of the Proposed Project and 18. Additional Explanatory Notes sections in 11-04/054 (PAR)

	T.5
	Addressing based on the use of the four-address frame format or an extension
	
[image: image19.png]
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	· Refer to 6.3.a Distinct Identity section in 11-04/056 (Five Criteria)

· Refer to 13. Purpose of Proposed Project section in 11-04/054 (PAR)

	T.6
	Interfacing with high layer protocols and interworking with other non-802.11 network using high layer protocols 
	
[image: image21.png]



	
	· Refer to 18. Additional Explanatory Notes section in 11-04/054 (PAR).

	T.7
	Security based on the use of existing 802.11i standard or an extension thereof, for the purpose of securing an ESS Mesh in which all of the APs are controlled by a single logical administrative entity for security.
	
[image: image22.png]



	
	· Refer to 18. Additional Explanatory Notes section in 11-04/054 (PAR).

	T.8
	Support the use of one or more IEEE 802.11 radios on each AP in the ESS Mesh.
	
[image: image23.png]



	
	· Refer to 18. Additional Explanatory Notes section in 11-04/054 (PAR).

	T.9
	ESS Mesh is an extension to the IEEE 802.11 MAC and does not require PHY changes
	
[image: image24.png]



	
	· Refer to 18. Additional Explanatory Notes section in 11-04/054 (PAR).


Table 3: Key Highlevel Technical Requirements from PAR and cross reference to Five Criteria

	Key Highlevel Requirements Outside of PAR
	Justification  

	O.1
	Mesh Network STA Mobility Support 
	· Ensure the mobility service integration is compatible to the existing 802.11 architecture.  

	O.2
	Support both the managed and unmanged network management models
	· Consider the network management requirements to address the non-home networking products. 


Table 4: Additional Highlevel Technical Requirements NOT Directly from the PAR 


Figure 1:  Scope Considerations by 802.11 TGs

A. 2 Key IEEE Standard Requirements Extracted from Five Criteria 

A.2. 1 Compatibility

IEEE 802 defines a family of standards.  All standards shall be in conformance with the IEEE 802.1 Architecture, Management and Interworking documents as follows: 802. Overview and Architecture, 802.1D, 802.1Q and parts of 802.1f.  If any variances in conformance emerge, they shall be thoroughly disclosed and reviewed with 802.  Each standard in the IEEE 802 family of standards shall include a definition of managed objects, which are compatible with system management standards.

ESS Mesh specifies one possible Wireless Distribution System  (WDS) that behaves in every respect as an IEEE 802.11 Infrastructure Mode network.  As such, it is entirely compatible with the 802.11 architecture and, by inference, compatible with the IEEE 802 architecture, including IEEE 802.1D, IEEE 802.1Q and IEEE 802.1F.  

[Editor Note:  The definition of infrastructure according to IEEE 802.11 specification is as follows,  

The” infrastructure” includes the distribution system medium (DSM), access point (AP), and portal entities. It is also the logical location of distribution and integration service functions of an extended service set (ESS). An infrastructure contains one or more APs and zero or more portals in addition to the distribution system (DS).]
A.2. 2 Distinct Identity

…Instantaneous radio-awareness is currently out-of-scope for IETF Mobile Ad Hoc Networks (MANET), limiting its ability to make efficient use of the wireless channel, unlike ESS Mesh which allows tight integration between the MAC and the multi-hop WDS. 

…These design goals (i.e. of IEEE 802.11f) differ significantly from those of ESS Mesh which primarily concerns itself with topology discovery, delivery, and mobility management for a wireless DS implementation. 

…IEEE 802.11 ESS Mesh is the only wireless distribution system (WDS) protocol defined in 802.11. 

A.2. 3 Technical Feasibility

…Address mapping information enables roaming, i.e. the ability of the DS to determine the correct output point or points for user traffic, while global topology information is used to compute unicast paths. 

A.2. 4 Economic Feasibility

…Considering the cost of IEEE 802.11 APs in the market place, it is a reasonable cost to add a wireless DS, especially in comparison to the cost of a wired DS. 

…The proposed amendment has no known impact on installation costs. 

A.2. 5 Marketing Requirments Considerations Based on Five Criteria

	Key Highlevel Marketing Requirements
	Reference Details 

	M.1
	Support an integrated subnet routing/mobility layer with the WLAN architecture 
	· Refer to 6.1.a Broad sets of applicability section in 11-04/056 (Five Criteria) 

	M.2
	Using ESS Mesh, coverage within a house, a hospital, a hotel, and airport, a neighbourhood, a campus, etc., may be extended wirelessly and without manual configuration other than setting the SSID and/or AP introduction.
	· Refer to 6.1.a Broad sets of applicability section in 11-04/056 (Five Criteria)

	M.3
	ESS Mesh improves the versatility and functionality of conventional WLAN APs by extending services wirelessly as an alternative or an addition to wired connections
	· Refer to 6.1.c Broad sets of applicability section in 11-04/056 (Five Criteria)

	M.4
	Considering the cost of IEEE 802.11 APs in the market place, it is a reasonable cost to add a wireless DS, especially in comparison to the cost of a wired DS.
	· Refer to 6.5.b Economic Feasibility section in 11-04/056 (Five Criteria)

	M.5
	The proposed amendment has no known impact on installation costs
	· Refer to 6.5.c Economic Feasibility section in 11-04/056 (Five Criteria)


Table 5: Key Highlevel Marketing Requirements Considerations from Five Criteria

�SC: grayed-out author list in this version since this document is intended to provide comments and suggested edits for discussion, but these changes have not yet been reviewed by all of the contributing authors


�Suggest dropping the document purpose section 4.  The purpose should be covered described as part of the intro.


�Suggest dropping Section 5, since it is a cut and paste from the PAR document 11-04/054.


�Suggest removing the functional component diagram in Figure 2.  At this stage, the functional categories should be used primarily for helping to organize requirements and scope considerations.  Proposals should be able to address the interfacing between functional components.


�Re-ordered the subsections to match the order of functional categories list in Table 1.


�Suggest moving “secure routing protocol exchange” to security category


�Modification to 11i should be within scope according to TGs PAR.


�Suggest moving “MPs neighbors auto-discovery through passive or active scanning” to the TOPO_RT_FWD category as part of topology learning within an ESS Mesh, and keeping this category focused on discovering a potential ESS Mesh with which to associate.


�Suggest moving “Peer-to-peer mesh link adjacency” to the TOPO_RT_FWD category as part of topology learning within an ESS Mesh, and keeping this category focused on discovering a potential ESS Mesh with which to associate.


�Suggest moving “Peer-to-peer mesh link communication coordination” to MAC category as part of medium access coordination.


�Suggest moving to TOPO_RT_FWD.


�Suggest moving to RFCTL_MGMT.
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